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How do I register?
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Registration Requirements

The first step in registering your business for Internet Banking, is to ensure you have the
following requirements:

/4 site Administrator:
Your Company will be required to assign a Site Administrator, who will be responsible for

the Company'’s internet banking profile, as well as adding company users, and assigning
permissions to these users.

2 New Customer ID

New Customers: Your Customer ID will be given to you at the onboarding stage

Existing Customers: Your Customer ID would have been communicated to you via
letter/email. If you have not received this information please contact your Engagement
Lead/Relationship Manager.

Y Mobile Device

RepublicOnline requires that all users register a mobile device which will be used as the
second-factor authentication device when logging in.
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Existing Customer’s Registration Process

Existing Customers!

Here’s what

you need to
do...

STEP 1

Company Official/Director/Site Administrator must:

e |dentify your Company’s Internet Banking Site
Admininstrator.

e Attend virtual demo/training session with the Bank
officials.

e Complete the Registration form provided with users’
details.

e Obtain authorization fromm Company’s Authorised
Signatories (as noted on the company mandate
held at the bank) and include company stamp on
document.

e Return completed registration form to the Bank.

Once the users have been created an email notification will be sent to the email
addresses registered on the form, confirming that their Company’s IB profiles

have been created.
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STEP 2

Site Administrators:

® Refrieve email sent from the Bank with the
temporary password assigned.

e Log on to Online Banking from the website using
the username selected at registration and the
Temporary password sent via email from the
Bank.

e Complete the first loging process and setup of
security devices (refer to First login process on

pg 25)

® Proceed to create/setup other company users
as required.
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New Customer’s Registration Process

Company Official/Director/Site Administrator

® |Log on to Online Banking from the website

e Go fo the bottom of the screen in the Register for
RepublicOnline section and select the Corporate
link (as shown below)

Login to RepublicOnline

%* | [Enter your Username (2

Virtual Keyboard

Live your Best Life
with a Republic
Bank Credit Card

ite of

" L Choose from
Register new User for RepublicOnline Corporate | Personal credit
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e Complete the 5-step process, (see page 10), to register your company/business.

® Print completed form and obtain authorization from Company's Authorised Signatories
(as noted on the company mandate held at the bank) and include company stamp on
document.

e Scan completed form and forward to RBBBcorporateibreg@rfhl.com

Once the user has been created an email notification will be sent to the email
addresses registered on the form, confirming that the Company'’s IB profiles has
been created

STEP 2

Site Administrator

e Retrieve email sent from the Bank with the
temporary password assigned

® Log on to Online Banking from the website using
the username selected at registration and the
Temporary password sent via email from the
Bank.

e Complete the first loging process and setup of
security devices (refer to First login process on

pg 25)

® Proceed to create/setup other company users
Proceed to the site and create/setup other
company users as required.
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The Online Registration Process
includes the following five (5) steps:

Step 1:

Accept Terms and Conditions

Step 2:

Input Business’ and Company’s
Information

Step 3:

Input Administrator’s Info

Step 4:

Confirm Data

Step 5:

Download Registration Form and
Obtain Autorization
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Step 1: Accept Terms and Conditions

Corporate RepublicOnline Registration Form

Step 1 of 5: Terms and Conditions

Republic Bank Electronic Banking Services Terms and Conditions

This Agreement governs the Custamer's use of Republic Bank's electranic banking services which permits Republic Bank's (as defined below] Customers to
access account infarmation and financial services through the use of personal computers, mobile devices or other similar access devices.

1. Definitions
1.1 'Account’ means any bank account or investment account held with a Republic Bank;

1.2 'Customer’ means a person who maintains an Account with a Republic Bank and has applied to access Electronic Banking Services;

Accept the Terms and Conditions||

Cancel | EE

- Please read the Republic Online Terms and Conditions carefully

- Select the radio button labelled *Accept Terms and Conditions” once completed

Conti
and to proceed.
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Step 2: Input Business’ and any Associated Company’s Information

© Corporate RepublicOnline Registration Form

Step 2 of 5: Complete Business Information and Associated Companies

Business Information

Business Name (?] | Tesd

1 Required

@ Add Company

There are no associated companies. To add one press "Add Company’

Cancel

All mandatory fields will be denoted by the blue bar at the beginning of the field.

I Required

- Please input the name of your business in the field provided
- Select the '‘Add Company’ option to input all associated companies.
o Foreach company, the company name and customer ID are required (as

shown below).

Customer ID 1234 5,54
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® BUSINESS NAME: If your business comprises a group of companies, the
business name would be the group name and then each company should
be listed under the ‘Add Company’ option.

If you only have one company then the Business Name and Company Name
would be the same.

® CUSTOMER ID: The Customer ID will be provided by the Bank either at
registration or, via mail. If you have not received your Customer ID, please
contact your Engagement Lead.

I P — _ [ I

© Corporate RepublicOnline Registration Form i

Step 2 of 5: Complete Business Information and Associated Companies l

Business Information I
1 Reguired

Business Name (7] | TEﬂBUS‘

Associated Companies
@ Add Company

Company Name Customer ID

TestCo HHS 7 X

- Once you have finished inputting your company/companies’ information, you will be

redirected to the screen above.

- Select to proceed to step 3.
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Step 3: Input Administrator’s Information

©® Corporate RepublicOnline Registration Form
Step 3 of 5: Complete Administrater Information
I Reguired

Identification Type |Passpon ~ |

Identification Number | 123456 |

First Mame | Test |

Last Name | User |

Date of Birth

Email (7] | testuserldemail.com |

Phone Number | |

Mobile Number [7) | 2461112222 |

Create Username [7] | Tester |

i -

- Please enter the details of the Company Administrator (your details).

- Once completed select to proceed to step 4.

ID type and Number: These will be used for future instances where the
user needs to be verified

Date of birth: Used to validate the age of the user. All Corporate
RepublicOnline users must be 18yrs or older.

Email: This email will be used to confirm registration of user, send
temporary passwords (OTPs) and any future correspondence for
resetting the user’s account.

Mobile Number: Mobile devices are required to be registered for second
factor authentication.

Username: All users have the flexibility of creating their own unique
Username (alphanumeric/no specia characters allowed)
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Step 4: Registration Data Confirmation

Business Name.

Campany Name

Step 4 of 5: Registration Data Confirmation

Business Infarmation

Testig

Associated Companies

© Corporate RepublicOnline Registration Form

Test Store

Identification Type
Identification Number
First Name

Last Name

Date of Birth

Email

Phone Number

Mobile Number

Username

Administrator Information

Passport
123456
Test

User
01/08/2010

testuser@email.com

2461112222

Tester

\/ I'm not a robot

Cancel

2*3
recAPTCHA
ey T

|

- Once dll the required data has been entered, you will be required to confirm the

details on the confirmation page.

- Confirm the reCaptcha by selecting the radio button labelled ‘I am not a robot'.

- Select to proceed to Step 5.

15
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Step 5: Authorisation

Corporate RepublicOnline Registration Form

; ° Your registration was sent to the bank for approval

Your Registration Form has been completed. Please click: “Download Registration
Foren™ to access your form, print it, and sign in the relevant spaces provided. Onee
signed, please return the signed form Lo ariy one of our conveniently located
branches to complete the Registration Process.
23/03/2021 10:02 AM

Oewnload Reqistration Farm

Business Information

Business Marne Tesi5us

Associated Companies

Company MNarms Customer 10

TestCo HEHHH

Administrator Information |

Identification Type Mational 1D

Identification Nurmber 1991234459

|
First Mame Test :
Last Mame User |
Date of Birth F3/03/1985
Ermail test@email.com
Phone Number

pLER LA

Mabile Murnber

Username Test]

|

When the data is verified, the user will receive the confirmation message above, confirming
that the request has been submitted to the Bank for approval.

The request will not be approved until the bank receives and validates the

authorized registration form which bears the Director’s signatures and company
official stamp as listed in the Bank’s records.

. Dewnload Reqi ion Fa . . .
- Click on the to retrieve the registration form.
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Fepuabilic Tank

Corporate Republicnline Registration Form

Baisinusg Mane: TEST
ReglsEration Dake; 2203/2021 RS0 AR

Associated Companies

Compary Mame Customer 10
CMAT Canir jrarny i

Administrator’s Information

Idertification Type; Matianal ik
IdardiNcation Mumbar: P

First Marra: TEST

Lazk Hame: Test

Diale cof Birlk: 23011991
Emall: test@email.com
Phone SMumrber:

L‘UIJIIE N'.ll"hr: ittt
Usarnams: TEST

& I Conditi
Lur A gresrrent 1o e | erme & Coodrbam:

‘B sk rerwlskg e ard s s b ven of RapoldeOake e sosmace w 1k e RapublcOsln Temres &
SOl Bois Yoi Wed e agiin 1Ve] ol Nat st oans Sin aasueas s ke Peouph tha RuasbleOndin sordo
o ll b pro gty pteosinedd by ous ard sholl B i kil moondaron with e A epbodebeg Torn 8 Gomd o

Dur A of i Sriw

W B D P Eppramdrrind o o Bie R e eraist o ard cooinom Bl 1ba Bie e ekl el o W ol oul
Armreiad rlvmalion win ko Frgrabic Dol cleaeol ma2 Bee B gesiagn b paden ol s or
Batudl W hunver acheosl oy avd sgro o Ba Sk Adrdr s g’ s ot hiloga b2 craa bkl @vd wa e Lk of g
w0 0l T Lisory sl barv Lho privioges o imesact i aooonionon s b s peemriss e 0ss igned by T
Sk Arkriam bk

gl Mark |PSELrBed will aod b Arkd Labis 4o sy kee or os e sos rownsd 1o e b by ooy ool o
i Ly PV B B9y PRy b A POVEE W Bt Lt 4 Rpold o 0aB i o8 a1 p ool algataes chonaid Wa
i tew pehrarsie ke red e Bl Fageblc Tk 001 Livdked @ ol megnaibic 5 B s pordson of 40 5in
Bary resdreior ared Besk: Lvors adk respasd 5 P mivdresbrebon e tagu ol Sapuldeilrbe Aary specevrr e
ardod g B Bl Adveekbpion s narssd, frod g oo e gl (b v of RepubeDrlen, sl by
autyniiar by

< purg e 1} ko
< bt | A,

{0k 1 ot el e and agpkaabi by sk hmusgs ard nkaleg)

Egrabrn Prot Mama Slamp of Soal

Bignatum Frirk Mama Glamp or Eaal

- Print the form and pass to the relevant company authorities who must sign and affix

the company stamps on the form.

e Scan and submit the authorized form to RBBBcorporateibreg@rfhl.com

When the request is approved, the System Administrator will receive an email

notification.
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What makes the site
secure?

18
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What will I need to access the system?

To access the application, you will need the following:

i/ Username:

- Users can set their own username aft registration. The username is not case sensitive,
but it must be unique and alphanumeric (i.e. comprise letters and numbers). Special
characters (e.g. "@"," " or “) are not permitted.

Y Password:

- Users set their password during the registration process.

(See Password guidelines on page 22)
Y Security Image:

- At your first login to the application, you must select one security image from the

options provided.

- The image will be used as an anti-phishing device. Thereafter, each time you log in
to RepublicOnline, the selected image will be displayed. This helps you to

differentiate between the correct site versus a phishing site.
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Z Second Factor Authentication Device:

- Users must register a mobile device, which will be used for authentication when
logging on.

- This mobike device maybe a mobile phone or a tableft.

- Each user will also be required to select the preferred channel from the following

options:

® SMS Code:
If this option is selected, each time an attempt is made to access the
application via the web, a unique SMS code will be generated and sent
to the registered mobile number, which the user will be prompted to

enter.

® RepublicMobile App:
The Republic Mobile App offers 2 options for users:

o OTP (One-time Password)
Each time the user attempts to login to RepublicOnline, the system
will generate an OTP code which the user must retrieve via the

mobile app, and input on the web login.

o SYNC
When the user attempts to login to the application via the web, the
system will attempt to connect or sync with the registered mobile
device. The user will be required to either “Accept” or “Reject” this

connection, before proceeding.

The user will set the username at Registration. All other security features will be
setup thereafter, at the user’s first login.
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What are the Security Restrictions?

The following constraints have been deliberately imposed in the application to enhance

the security and integrity of the system and the transactions conducted online:

4 Disabled Back Button

If you select the Back button, the system will terminate the operation and the login page will

appear.

4/ Session Timeout Duration

To enhance the security, the system is equipped with a Session Timeout feature which
enables the application to log off after 20 minutes of inactivity. The system will advise that

the session has expired and prompt you to log in again.

/4 Unique session control

The system will only allow you to access one session at a time. In instances where you
attempt to log into the system and there is already an active session using the same
credentials, a warning message will appear advising that you must cancel one of the

active sessions before proceeding.
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What are the Password Guidelines?

Consider the following guidelines when creating your RepublicOnline password:

The password should contain a minimum of 8 and maximum of 12 characters.

@
@ Avoid using names of pets, parents or friends &

relatives for your passwords.

®

Refrain from using passwords containing all the
characters in your login ID. For example, if your login
ID is 'jSmith', then your password should not be
ISmithOne'.

The password fields will not allow any information to be copied from the clipboard
Spaces and other special characters are not allowed in the password.
Change your password at regular intervals.

Always avoid the use of the ‘saved password’ feature offered by any mailing

application or software.

® ®®®®

Ensure you always logout of the application, terminating transactions and all possible

activities.
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What are the Second Factor Authentication Device Guidelines?

The following are guidelines for the use of the second factor authentication device:

@

®®®o®

®

The device may be a mobile phone or a separate tablet with a sim card and/or wifi
accessibility.

The selected should belong to the Internet banking customer.

Avoid leaving the device unattended.
Always ensure that you use the screen lock.
Connect to secure WIFI to conduct internet

banking fransactions, as public WIFI hotspots

may be susceptible to hackers.

Keep your device's operating system up-to-

date, to ensure that you have the most

secure and efficient experience.
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Login to RepublicOnline

%" I Enter your Username

Download it today!
[ 55 | oo )

Logging in

Things I should know about the First Login

4 As the site administrator, you will be the first user to access the Company’s site. You will
be required to login and complete the setup of your administrator profile first, then

proceed to create the profiles of all other user’s required by the Company.
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4 As the Site Administrators, you can create 2 types of users: Basic or Administrative

4 All users, when created, will receive an email with a temporary password, which they

must use to access the system for their first login.

 The first login entails the following five(5) step process for all users:

What are the steps involved in the First Login Setup?

Step 1. Login

You must logon to RepublicOnline using the username chosen aft registration.
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Login to RepublicOnline

%" | Test| (2

Virtual Keyboard REPUBLIC BANK IS THE
OFFICIAL BANKING PARTNER

3 ICC WOMEN'S
g E WORLDT20
WEST INDIES 2018

Register new User for RepublicOnlir Corporate | Personal 'F ‘,’ @ In

g
4 Republic Bank
OO0

- Click “ to proceed.

You will then be redirected to the password screen.

© Password

)

B | Seeeeey a

Virtual Keyboard
T | |
It's the all 3-10-d banki wwhere, kind of APP!

g
Reset Password | Unlock User - Transfer Funds - Pay Bills - Pay Credit Cards
- Check Account Balances and More!

Download it today!

rgromery— e ==
& Appstore Vosie IM—=APP

- Entfer the temporary password sent via email and select “ fo confinue to
step 2.

Users will have the choice of using a virtual keyboard, as an anti-key-logging

Step 2. Change the password

When the temporary password is entered, you will be prompted to change the password:
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Enter a New Password

1 Required

Current Password (?) | -------

New Password (?) | --------- ‘

Password Confirmation (?) | """""

TODAY ONLY

BLICBANKIOQTONS
A

The “Current Password” will be the password sent to the user via email.

- Once this step is completed, select and continue to step 3.

The Password selected should be alphanumeric and should not contain

any symbols.

Step 3: Set Security Image

27
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The security image functions as an anti-phishing device. The image selected here, during
the security setup will appear during all the user’s future logons. This reassure users that they
are logging into the correct site.

Select one (1) image from the list provided.

Security Image

Please choose one of the images below. This image will be displayed as a

-

method of future login authentication. Please remember image chosen.

— ~ & < %
| It's the all-you-need-to-do-your-banking-anywhere, kind of APP!
- Transfer Funds - Pay Bills - Pay Credit Card~———————
‘ - Check Account Balances and More! I Document was last

Download it today!

& Appstore | P> Google gl hiis IM=APP

7

- Click to be proceed to the following step of the security setup
process.

The chosen image will not be saved until all the steps are completed.

- The Cancel option cancels the entire process and redirects you to the login

screen.

Step 4. Set Secret Question
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The secret question will be used as a validation to update personal data, security and user
settings.

You must create your own secret question. The system does not provide any

templates or options for the secret question.

Security Information

Complete Security Information

1 i ?
Secret Question (7) | What is your favourite colour? ‘

Secret Answer (?) I Blug I

Live your Best Life
with a Republic

Bank Credit Card
Chocse from our suite of

credit cards and enjoy:

+ Safe, Secure & Convenient use

- Monthly Bonus Points or Cash Back
+ Access to Credit wherever you go

Rppiy for grewter remarch!

3 L
Cancel Continue

- Enter a secret question (of your choice)

- Enfer the answer to the question in the “Secret Answer” field provided.

- Select and proceed to step 5 of the process.

e Return: redirects user to the previous step

e Cancel: takes user to the login screen

The secret question and answer are not case-sensitive and special characters

(e.g.! @ # $ %) are not permitted for these.

Once completed the user will receive the following message.
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Congratulations!

As a last step, we need to configure a second authentication method. Please use
your mobile device as you will need it to complete the "first login” to the platform.

This second authentication method is an additional layer of security to confirm the
identity of the user attempting to log in to the platform, by asking something that
only the real person has [e.g. mobile phone). This method includes the use of a It's the all-you-need-to-do-your-banking-anywhere, kind of APP!

Security Device that will be used in all future logins. Transfer Funds - Pay Bills - Pay Credit Cards
Check Account Balances and More!

Download it today!

PRr—— - oo
& ipsiore | > Coooe il e B =APP

Continue
- Select _

Step 5. Select Second Authentication Method

The final step in the process is the setup of the second-factor authentication method. This
security device will serve as an additional layer of security.

This step involves the enrolment of a separate, mobile device which will be used to validate
the user at each login.

The options available here are SMS and Mobile App. You will be required to select one of
these options and enter the mobile number, to register or enrol the device.

Second Authentication Method

The second authentication method is an additional layer of security to ensure that
you are the actual user attempting to log in. The chosen method will be used for
all future logins.

Preferred Method Select an Option REPUBLIC BANK IS THE
SMS OFFICIAL BANKING PARTNER

RepublicMobile App % ICC WOMEN'S
27 WORLD T20

WEST INDIES 2018

Cancel nue
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The second-factor authentication device will only be required for web logins

only. Mobile App. users will not be required to have a separate security device
when accessing the App.

Option 1- SMS:

Once the SMS option is selected, you must perform the following:

1: Confirm/Input Mobile Number
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Input the mobile number you wish to enrol and select to proceed.

© Second Authentication Method

The second authentication method is an additional layer of security to #WTZO

ensure that you are the actual user attempting to log in.

PRSI |
REPUBLIC BANK IS THE
Code | 1234567 OFFICIAL BANKING PARTNER
3 ICCWOMEN'S
g E WORLDT20
WEST INDIES 20i8
Lost/Change Phone Request New Code
3 O in ©
= | (8 =00

A\
& Republic Bank
C0000e

’ @ sMS Code Sent

e The SMS option requires the user to enter a local mobile number.
e The prefix for the mobile number being used is also required for registration

(E.g.246######4#)

2: Enter SMS Token

An SMS code/token will then be sent to the mobile number entered. Enter the code

received in the field labelled "Code”

3: Confirm Action

Select to complete the registration of the mobile device.

When this step is completed, you will be redirected to the RepublicOnline dashboard.

Each time an altempt is made to login to RepublicOnline, you will receive an

SMS, containing a code/token which must be entered on the website to validate
the user.

Option 2 - RepublicMobile App:
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When the Mobile App option is selected, you will be instructed to complete the following:

Second Authentication Method

The second authentication method is an additional layer of security to ensure that
you are the actual user attempting to log in. The chosen method will be used for
all future logins.

Preferred Method RepublicMobile App M

What is this (?)

Please go to any of the App Stores to download and install our

“RepublicMobile BB" app on your mobile device and click
jontindch: WITH A REPUBLIC BANK LOAN

[ & ] Places to go and people to meet,
AL AL R all I need is my dream ride to get

mei@ere!

1: Download the App
The Republic Mobile App is available on both Android and Ap ple devices.

Go to the relevant app store, search for RepublicMobile BB App and download.
Doy GETITON Download on the
[ » GooglePlay ] [ ‘ App Store ]

2: Activate New User
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Once the Mobile App has been downloaded, you will be prompted to activate the
new user. Launch the App and select the ‘Activate with new user’ option at the
bottom of the screen

9:48 &

& Republic Bank

A Home | g My Products | 10 Pending Approvats

Welcome, Chrystal
Last Access: Mar 10 09:46

Follow us on:

lichankgy: in) BepublicBank

&3 RepublicBankLimited

Security Devices

2

One Time Password
(OTP)

@ Activate with new user

reserved.

Sync Approval

3: Scan/ Enter the Code
At this stage the website will display a QR code and a Coupon below.

‘ Second Authentication Method

Open the "RepublicMobile BB" app that you just
| installed, tap on the “Activate" option, and follow
i the instructions.

You will need to scan the QR
code or enter the coupon
code displayed on this page.

Need help?

I| Coupon: 961012 |I
¥ Refresh

Cancel

REPUBLIC BANK IS THE
OFFICIAL BANKING PARTNER

fen. ICC WOMEN'S
; E WORLD T20

WEST INDIES 20I18

f@®oin@

A
‘\ Republic Bank
000

On the Mobile App, enter your Username, and then, either scan the QR code or enter the
coupon displayed on the Site.
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1:21 &=

< My Security Devices Activate

Enter your username

| Clear

Can the U1 COaE OF Type The Loupon code proviaed on the

website
QR Code Coupon Code ‘l

Select one g The QR Code was Scanned Successfully

Please Press "Confirm”

By pressing "Confirm” you are:

® Accepting Terms and Conditions

® Approving login with Sync Approval

Cancel Reset

4: Confirm Action

Once the code entered has been successfully accepted, select

to complete the registration of the mobile device.

The Mobile App offers two (2) options for users. At each login attempt to

Republic Online, you must select either the (i) OTP or (ii) Sync option
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A Home | g My Products | [11 Pending Approvats

Welcome, Chrystal
Last Access: Mar 10 09:46

in ) BepublicBank:

&3 RepublicBank Limited

& Republi

Security Devices

® O

One Time Password Sync Approval
(OTP)

@ Activate with new user

Copyright ® 2019 Republic Bank Limited. All Rights
reserved.

OT1P
To retrieve the OTP the user must go to the Mobile App to generate it. Once the OTP is

obtained, enter it into the required field, and select m fo proceed.

OTPs are generated by the Mobile App on request. These are set to expire one

(1) minute after being generated. If the incorrect OTP is entered, or, if it expires
before being used, you will be required to generate another one.

Sync
When the Sync option is selected, the system will attempt fo connect to or synchronize with

the registered mobile device. Before proceeding, you must either Accept or Reject the

request.
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How to perform a Regular Login?

The regular login process entails four (4) simple steps.

Step 1: Access Republic Bank’s

website: Learn how to
Bank Safely

from Home using

‘I. e Access the site

e Click login v L Dine o B
T Aae——— ~ETER RETe o VIowW™

Login to RepublicOnline

Step 2: Enter the Username:

Enter your Username in the
field labelled Enter your
username and click

Download it today!

(o] o L Next
Step 3: Enter the Password:
e Entfer the password in the field
© Password
3 provided. (&) [Ereryow oot
. . . . Virtual Keyboars
e Ensure that the image displayed is ﬁ SIS v il
the one selected during the security S WITH A REPUBLIC BANK LOAN

Places to go and people to meet,
all I need is my dream ride to get

setu p. Reset Password | Unlock User me therel

e Select to proceed.
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© SMS Token

Enter de code/token that was sent via SMS to your registered mabile
umber.

I Enter your SMS Token

NLY
~ SRS

RepublicMobile App:

Step 4: Second factor authentication:

SMS: If the SMS token was selected as the
second factor authentication device,
the system will send a code to the
associated mobile device via SMS.

e Enter the code in the field labelled

Mex
Code and click to

proceed.

If the mobile app was selected second factor authentication
option, the user must select either the OTP or Sync option.

© oTP ’

Follow the steps provided on Republic bank s mobile 2pp to get the OTP code E
See tutorial)

Token [

CLICK HERE

OTP: Open the RepublicMobile App on
the associated mobile device to
retrieve the OTP

e Enter the OTP in the field provided

.
and click to proceed.

Sync: Go to the mobile

device and select Accept.

Follow the steps provided on Republic bank's app to agproved the login attempt

Sync ”
‘ =]
Yo

Waiting.

CLICK HERE

Once the sync is complete select to proceed to the Home Page

Internet Banking Site Administration User Guide

Issue Date: 2023



Internet Banking- Corporate Users — Site Administrators

g

Site Layout and
Navigation
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What does the Homepage contain?

& ACCOUNT . M Logout

Rotating

Data
Banner.

Welcome [ I B ar

REPUBLIC BANK IS THE
OFFICIAL BANKING PARTNER

!CC WOMEN'S

WORLD T20

¢ Ribbon
UsD 3,365,168.23 330,000.00

Chequing Accounts 3,345,168.22 1.439,448.12
Mo Products Found

Quick

MenU ~ H  Payroll Management H*  Wire Transfers W Favourite Transactions @ Exchange Rates

Buy
Manage Payroll | Pay | Pending Approval Initiate Wire Tranalor | Ponding Appreval Thare ks no info to display

WSO - United States Dollar
* Corporate Banking uh -

CAD - Canadian dollar

1.9290 4
GBP - UK Pound Sterling

32838 .

EUR - Euro

2.8928

User prr——
@ Latest Transfers Workspace I

There is no transfers to show

Lending | Imvestments

There are no payments ta show

Having accessed the homepage or dashboard, you can now navigate to the:
e Top bar
e Quick access menu: Quick Menu
e Rotating banner
e Data bar
® Product balance Ribbon

® User Workspace

The Top Bar and Quick Menu is available on all screens in the application.
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TOP BAR

Tri-bar: Full User's User Log
Menu Inbox Name Menu off

TESTACCOUNT v | () Logout

The Top bar is composed of:
e Side menu or Drawer menu: select this icon to expand the full user menu
e Inbox: This icon directs you to the message tray.

e User menu: clicking this option will show the user's information and will allow
management of security settings.

e Logout: click this option to close off the session

Internet Banking Site Administration User Guide Issue Date: 2023



Internet Banking- Corporate Users — Site Administrators 42

QUICK MENU

My Accounts

@

Transfer

Service
Request

[
oo

Manage

3

Pending
Approvals

The Quick Menu or quick access menu contains those functionalities mostly used.

Based on the resolution used, the Quick Menu will be located horizontally or laterally

The Quick Menu options are:

e Home

e My Accounts

e Transfer

e Pay

e Service Request
e Manage

¢ Pending Approvals
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ROTATING BANNER

Home ownership <

just got easier with

a Mortgage from

Republic Bank. ‘
. & Republic Bank

Through the rotating banner, you are abreast of Republic Bank's advertising and
promotional campaigns, as well as customer advisories or any other targeted
communications.
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DATA BAR

Welcome, Melissa

User
Login
dqgtq 10102019 12:05:5_..

10.137.9.116

Expired Session

=& minutes

Contact Us Contact

f U &

Through the Data Bar, you can view the User’'s Login Data, as well as some Contact
Information.

The top of the pane displays:
e Current date
e Welcome message: "Welcome, “User First Name"

e Last Login Date: the last date and time the user successfully accessed Internet
Banking

e |P Address: the last IP address from which the user accessed will be displayed.
e Exit Reason: the reason for the user's last logoff (e.g. Expired session, or logged out)
e Duration of Last Session: the duration of the user's last session will be displayed.
The section below displays the Republic Bank's contact links and includes:
»  Email
= Facebook
= Twitter

= You Tube
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PRODUCT BALANCE RIBBON

al Assets ® Liabilities
BBD 1,011,000.00 BBD 1,000,000.00

B 88D

100,000.00 Loans. 1,000,000.00

71100000

Figure 1
Through the Product Balance Ribbon, you can view a summary of your accounts.

These are categorized, and summarizes your Assets and Liabilities. Note, the balances for
both categories are displayed in BBD and USD(for this example).
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THE USER WORKSPACE 3. Daily

Exchange
—— - - — — — - Rates _
I % Payroll Management X Wire Transfers : I' Favourites Transactions I | @ Exchange Rates
I Manage Payroll | Pay | Pending Approval Initiate Wire Transfer | Pending Approval I I Lere is no info to display I I Buy sell
I * I I I I USD - United States Dollar
Corporate Banking
| 1. Relevant l | I 21250 207.50
I Lending | Investments Links I 2. FGVOUTife I CAD - Canadian dollar
I | | transactions 1 | 15700 156.00
I I I I GBP - Pound sterling
| I | | I 264.00 261.00
I I
I I EUR - Euro
1 1 242.00 239.50
11 | I
I L Admin 1
. mE S S S S e EE Ea Eae Eee mee e e sew s el EEE EIE EIm I S - - S
I ® Latest Transfers View AlL IF Latest Payments View All I
|
I h s no transfers to II There is no nt sho I
| ! I
| ! |
1 : Latfest /! 5. Latest |
| ransters I| Payments |
| ! |
| ! |
| ! I
| |I

The user workspace is located on the lower half of the homepage, below the product
balance ribbon and comprises 5 defined sections:

1. Relevant Links

Favourite Transactions

Daily Exchange Rates

My Latest Transfers

n A W N

. My Latest Payments
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Relevant Links

Here, you gain quick access to three of the application’s popular or most used
functionalities — Payroll Management, Wire Transfers and Corporate Banking.

Favourite Transactions

This section displays a list of up to 5 transactions that you can save and modify according to
your needs and preferences.

Daily Exchange Rates

The daily buy and sell rates for the following currencies are displayed and updated for your
reference:

- US Dollar (USD)

- Canadian Dollar (CAD)

- Pound Sterling (GBP)

- Euro (EUR)

- Eastern Caribbean (XCD)
My Latest Transfers

Through this section, you can view the last five (5) transfers made from Internet Banking. It
also contains a *View All” link which provides quick access to the “Online Activity” page.
The list displays the transfer type, the nicknames and account numbers of both the debit
and credit accounts, the currency and amount as well as the date and time of each
transfer.

My Latest Payments

Through this section, you can view the last five (5) payments made from Internet Banking. It
also contains a “View All” link which you quick access to the “Online Activity” page. The list
displays the payment type, the nicknames and account numbers of both the debit and
credit accounts or services, the currency and amount as well as the date, fime and status
of each payment.
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What can I access through the Quick Menu?

The quick access menu is a shorter menu, containing the features that are mostly used. This
menu is available from any screen within the application.

Redirects the user to the homepage from any page/screen within the
application.

Quick access list of all the users’ products including, chequing and
My Accounts savings accounts, credit or vim cards, certificates of deposits and loans.

:® Expands to display all transfer options available.

Transfer

All payment options are available via this menu tab.

All customer service requests are available via this tab. This includes stop
Frd cheque requests and blocking and unblocking cards.
Request

|

og This menu option can be used for maintenance of beneficiaries, alerts,
Manage payrolls and so on. (All System Admin. Functions found under this tab)

N

Pending submitted for their approval,
Approvals

This option directs users to the list of fransactions that have been

The MY ACCOUNTS menu tab accesses all the information available about the products
that they have registered on RepublicOnline. These include Chequing and Savings

accounts, Credit and VIM cards, Loans and Certificates of deposit.
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The TRANSFER, PAY, SERVICE REQUEST and MANAGE ftabs expand to display the following
opftions:

@ Betweean Your Own Accounts

Third=-Party Republic Bank
Account

IE Third=Party Local Bank
Account

o International Bank Account

Wi Mulliple Transfers

Ser

Request

It Load Third-Party VTM Card

E8 Your Credit Card
8 Republic Bank Credit Card
L]
= Your Loan
Service
Request
) Company/Utility Payments
og
|
Manage aga Payroll
[c2

L= Suppliers

uQ 3 Stop Cheque

Service

Request B2 Block/Unblock Card
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oo |
OO Third=-Party Benaficiaries

Cormpany/Utility Payment
Subscriptions

N

Motifications

B - :‘
Approvals

4 Usars
Parmissions |
Monetary Approval Schemes |

Mon-Maonetary Approval
Schemes

Payrolls

Suppliers

The PENDING APPROVALS menu tab lists all fransactions that have been submitted for

approval, that the user has the rights fo approve.

§ Republic Bank | TestExample ~ | (D Logout

Pending Approvals

Y August 2023 -~

ﬁ All Features

All Users ~

@ @) Mo pending approvals were found

]
&
Rl

Service
Request

Pending
Approvals
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What can I access through the Main Menu?

The main menu contains all the platform’s functionalities and can be accessed via the tri-

baricon E in the top left corner of the page.

é

Home

B =

My Accounts

@)

Transfer

Pay

&
%

My Transactions

>

Service Request

Manage

Settings

Pending Approvals

Security

Frequently Asked Questions

In addition to the functions outlined via the Quick Menu, you can access:
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® My Transactions

3@ My Transactions

Y

./ Favourites
Ef Scheduled
B Dnline Activity

o :
[[] Batch in Process

e Seftings
{0} Settings
Personal Settings
Change Password

Change Security Image

18 Change Secret Question

e Security: This menu option redirects the user to the Internet Banking Security page.

® Frequently Asked Questions

52
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What is RepublicOnline Site Administration?

~

In Corporate RepublicOnline a Business enterprise is given an Internet Banking Profile; This
is referred to as the Business Site.

<

The Site comprises all the business’ companies (if applicable) as well as all their products
and the services available to them.

™

™

Each company or business is responsible for administration of their own site and has the
flexibility to set-up their user how they see fit. The Bank will only intervene if assistance is
requested, in cases where there may be a need to froubleshoot an issue.

/' All of the administrative features on any Business' Site can be accessed via the Manage
Tab in either the Quick or Main Menu.

EE Manage

5] Third-Party Beneficiaries

Campany/Utility Payment
Subscriptions

Motifications

[#] Third-Party Beneficiaries
i Users -

S€rs el Company/Utility Payment

Subscriptions
z Permissions

L.l Motifications

Monetary Approval

% Users
Schemes o

Permissions

B

Mon-Monetary Approval

Schemes "= Monetary Approval Schemes

Max Amounts By

Transaction

@ Audit

Payrolls

Suppliers

OR

Non-Monetary Approval
Schemes

Payrolls

Suppliers

/' This section outlines the admistration of the Business Site which will be managed by the
Site Administrator.
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What are the responsibilities of the Site Administrator?

For each Business Site, there must be a Site Administrator. The Site Administrator is created
with the Business’ Site and by default, this user is given administrative permissions, which
enables them to conduct all the administrative and maintenance functions of the site. This
includes the following:

e Creation of users

e Maintenance/amendment of user access (enable, delete etc.)
e Assignment of permissions

e Creation and maintenance of non-monetary approval schemes

e Creation and maintenance of monetary approval schemes

BH Manage
[#] Third-Party Beneficiaries

= Company/Utility Payment
Subscriptions

MNotifications

4 Users

Permissions

Monetary Approval
Schemes

Mon-Monetary Approval
Schemes

Max Amounts By
Transaction

B Audit
Payrolls

Suppliers

The Site Administrator also has the permissions to amend their own profile as well as
to create other Administrators.
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What are Users, Permissions and Approval Schemes?

/' These are the three (3) elements of any business site and govern how the site will be
run and more importantly, who will be the key players in the running of the site.

o Itis the responsibility of the Site Administrator to manage all of these, based on the
company'’s requirements.

i/ In essence, the management of users is multi- layered but can be broken down by
these three elements:
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Users (Overview)

The Site Administrator is created by the Bank and is responsible for the creation of all other
company users. This administrator also has permissions to add, amend and delete users.

There are two types of users that may be created for a Business Site:

1. Administrator

2. Basic

Here are some of the main differences between the 2 types of Users:

Administrator

Creation

Default rights

Non-Monetary functions

(Administrtive rights: to
create/amend users,
permissions, approval
schemes and so on)

Monetary Functions

When a business site is created
atleast one(1) Admininstrative
User must be created with it.

Created with a default set of
administrative permissions for the
Site.

By default the administrative users
are granted these rights.

By default these users are nof
granted monetary functions but if
required, these functions can be
added.

Basic users are created by the
Administratve user or Administrator
subsequent to the creation of the
site.

Created with no rights; in essence
a blank slate.

These wusers must be granted
features and permissions by the
Administrator.

No default rights granted upon
creation, but the administrator
can grant non-monetary functions
fo these users if required.
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In summary, a business has the flexibilty to create any combination of rights
depending on the business need. In other words, they may create

User with administrator rights only
Basic User for Monetary transactions only

Administrator User with permissions for monetary transactions

Basic users with a mix monetary and administrative permission
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How to create a user?

The User Creation process entails 4 steps as follows:

Save

Enter User
Details

#select
New User

Select Users
Option

Step 1: Select the Users option under the the Manage section from either the Quick or Main
Menu

HE Manage

Third-Party Beneficiaries

Company/Utility Payment =
b - o o
i frmerTE (2] Third-Party Beneficiaries

Motifications e Company/Utility Payment
" Subscriptions

%5 Users ™ .
L.l Motifications

Permissions =
4 Users
Monetary Approval B )
TT: Ermissions
Schemes =8
Non-Monetary Approval = Monetary Approval Schemes

Schemes

=_ Non-Monetary Approval
Max Amounts By E Schemes
Transaction

_ ¢&y Payrolls

2L Audit

B

Suppliers
Payrolls

Suppliers

OR

You will be redirected to the Users Page.
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Users Page

This page contains a master list of all the Site’s users, and includes the following:
e Username
e First and Last Name

e Type (Basic or Administrator)

e Stafus

4 Republic Bank

o . Add New User (N
L sers
Hom ~ o u\
~
~ .
~ User Status: Al Active Blocked ~o Q
~
m Username First Name Last Name Type Status > I @ New User
My Aecounts
A 4
Alicia Alicia Moore Basic @ Blacked by Administrator :
-
cmtest10 Dominic Soaklal Basic & Active :
CMTests Test Example Administrater & Active :
cmtestd Alicia Kurbznali Administrater & Active :
Danelle Danelle Reyes Basic & Active w
e 7
() Show Mare 7
[ ]
1] y4
Manage
Contextual
[ Menu
Pending
Approvals.
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Step 2: Select New User

§Repuh]icBank & | TestExample v | (M Logout |

Users

User Sttus: a ncive || Blosked I a
Username First Name Last Name Type Status @ New User
Alicia Alicia Maore Basic @ Blorked by Administrator S
emtest10 Dominic Socklal Basic & Active S
CMTests Test Example Administrater & Active ‘ :
cmtest? Alicia Kurbanali Administrater & Active ‘ :
Danelle Danelle Reyes Basic & Active ‘

() Show Mare

Manage

]

Pending
Approvals.

Once this option has been selected you will bw redirectd to the New User page which
contains a digital form to be completed for the new user.

Internet Banking Site Administration User Guide Issue Date: 2023



Internet Banking- Corporate Users — Site Administrators 63

Step 3: Enter the User Details

@ L New user

1 Required

User type | Basic w |

Username | |

General information

Name | |

Lastname | |

Document type | Select an option v |

Document number | |

Mail |

The following data will be requested for each user:

User data:

User Type (Basic or Administrator) [Required]
e Username [Required]

e First Name [Required]

e Last Name [Required]

e Date of Birth [Required]

e Identification Type [Required]

¢ Identification Number [Required]

e Email Address [Required]

e Phone [Optional]

e Mobile Number [Required]

The Administrator may also restrict the user by IP Address. In this way, the user will only have
access to the company’s site from a specific location. (Optional Feature)
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The following information will be requested:
o |P Address

e Description

Restricting access by IFP Add New IP address
>z
Restrict access enly from the following IP addresses: 3 r
e
s
* address Description I @,}‘Ej P address I
Delete

192.0.0.1 rblip1 n’? €« P

address
192.183.2.2 rblip 2 ®

Edit IP
address
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Step 4: Save

Once the required information has been input, select one of the following options to

proceed:

o : to save the new user.

Cancel
L : to cancel the process

Reset
L to clear all the information entered in the screen.

L to return to the previous page.

When the new user’s profile is saved, he/she will receive an email noftification, advising of
their username and temporary password.

The user must then follow the First Login Setup process (25).
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User Profiles

66

To view a user profile, select the “Edit” option on the contextual menu of the user, from the

list.
@ X UserB
User Type I Administrator e |
Username I User B |

General Information

First Name I User |
Last Mame I B |
Date of Birth I 08/06/2001 5

Identification Type I Passport s |

Identification Number I 0[]9998888| |

Email Address I email@email.com
Phone |
Mobile Number I 592222333 |

Restricting Access By IP

Restricting Access Except From the Following IP Addresses:

IP Address Description

I Required

® Add IP Address

Reset Cancel

A - Example of an Administrative User Profile

-

Save
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@ | Lusera
User Type | Basic ~ |
Username | User & |

General Information

First Name | User |
Last Name | A |
Date of Birth I 10/10/2001 =]

Identification Type | Mational ID hd |

Identification Number | 0011223344 |

Email Address | email@email.com
Phone |
Mabile Mumber | 5921112222 |

Restricting Access By IP

Restricting Access Except From the Following IP Addresses:

IP Address Description

1 Required

® Add IP Address

B - Example of a Basic User Profile

Reset

Cancel

~
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How to Edit a User?

There may be instances where a user’s profile details need to be updated.

The process to edit a user’s profile entails 4 steps a follows:

Step 1:
Select Users
Option:

Select the Users option under
the the Manage section of

either menu.

Click on the contextual menu of
the respective user from the list
displayed on the Users Page and

select the “Edit” option. (The User's

profile will be displayed).

Step 3:
The following details may be amended Amend User
First Name & Last Name Details
Email Address Opﬁon:
Phone & Mobile Number
IP Address (If applicable)

Once the information has been edited, you
can:

Save changes.

Cancel the process

Clear all the information entered
Return to the previous page
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How to Delete a User?

The process to edit a user’s profile entails 3 steps a follows:

Step 1: Select Users Option:

Select the Users option under the the Manage section of either menu.

Step 2: Select Delete

Click on the : contextual menu of the respective user from the list displayed on the

Users Page and select the “Delete” option.

- ¢ Edit

o]

&, Block/unblock

¥) Reset v

E| Password

&y Secret question
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Step 3: Confirm Action

When this option is selected, a message box will appear, asking the Administrator to

confirm the action. Select Confirm to proceed.

Only the Site Administrator, or users assigned the permission “Administration-
Users” will be able to delete users.

The Site Administrator cannot delete his/her own profile.

A user whose profile has pending changes cannot be deleted.

A company must always have at least one (1) Site Administrator. Therefore,
the Site Administrator cannot be deleted unless another one exists for the
Company.
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How to Block/Unblock a User?

The block and/or unblock feature is used to enable or disable a user’'s access when

required.

The process to edit a user’s profile entails 3 steps a follows:

Step 1: Select Users Option:

Select the Users option under the the Manage section of either menu.

Step 2: Select Block/Unblock Option:

Click on the : contextual menu of the respective user from the list displayed on the

Users Page and select the “Block/Unblock” option.
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Edit

O Delete

I:Z Block/unblock I

¥) Reset
[ Password

ew Secret question

Step 3: Confirm Action

When this option is selected, a message box will appear, asking the Administrator to

confirm the action. Select Confirm to proceed.

An administrator can only unblock a user that was blocked by themselves or
another company user.

A user whose profile has pending changes cannot be blocked/unblocked

A user that was blocked by the Bank cannot be unblocked by the company

A user that was blocked by the company cannot be unblocked by a Bank
operator

A user blocked by security device cannot be unblocked by a company
user.
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How to Reset a User?

A Company Administrator may reset Users’ Passwords and/ or Secret Question if required.

The process to reset a user’s profile entails 3 steps a follows:

Step 1: Select Users Option:

Select the Users option under the the Manage section of either menu.

Step 2: Select Reset Option:

Click on the : contextual menu of the respective user from the list displayed on the

Users Page. Click on the "~ icon to open the “Reset” options and select the option
that needs to be reset (Password or Secret Question).

C & Edit

. {3 Delete

&, Block/unblock

) Reset v

ﬁ Password

&y Secret question
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Step 3: Confirm Action:
When the reset option is selected, a message box will appear, asking the Administrator

to confirm the action. Select Confirm to proceed.

For Password Resets: An email will be sent to the user with a new password, which they will

be required to change at their next login.

For the Resetting of the Secret Question: The user will be prompted to enter a new question and answer at their next
login
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Permissions (Overview)

Every action in a corporate site is governed by specific permissions.

Permissions are the rights or access privileges that are granted to all RepublicOnline users.
These essentially define the access that the Corporate RepublicOnline user will have to the
different features and transactions.

Without assigned permissions, users will be able to log on to the Site, but they will not have
rights to view or conduct any transactions. Therefore,

Permissions are generally categorised into three (3) groups:

1. Administrative — These are related with the administration and maintenance of the
site, users and so on.

2. Product - Associated with particular products or accounts

3. Generdl

Examples:

Permission Name Description Permission Type

Administration - Users Allows users to view and manage users of a site = Administrative
(this permission does not allow user to approve
creation or edition of users)

Account - Stop Cheque Allows users to request the cancellation of a Product

cheque (Chequing)
Financial Status — Assets and Allows users to view this web part in the General
Liabilities dashboard

The Permissions List is a critical tool for the Site Administrator as it will serve as a

guide in creating and amending all Corporate user profiles.

Refer to Appendices B, C and D to view the complete lists of all Corporate User Permissions
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Permissions Administration

The Permissions Page contains a master list of all the Business Site's users’ permissions.

To access this page select the Permissions option under the the Manage section of either
menu.

EE Manage

Third-Party Beneficiaries

Company/Utility Payment 0

e Third-Party Beneficiaries
Subscriptions

Company/Utility Payment

Motifications "@: .
Subscriptions

Users -~ :
SErs L1 Motifications

Permissions

e L]

2]
5

Users

Monetary Approval .
elary appro E%E Permissions

Schemes
Non-Monetary Approval = Monetary Approval Schemes
Schemes

= Mon-Monetary Approval
Max Amounts By Schemes
Transaction

¢&y  Payrolls

& audit

ild Suppliers
Payrolls

Suppliers.

OR

This action will redirect the user to the Permissions Page.

Only the users assigned the relevant permissions will be able to access to the

Permissions Configuration. (Refer to Appendix for list of Permissions)
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Permissions Page

Filters

& Republic Bank

Permissions.

- =P (® Acsign New Permission

Y Al Features ASSign
ML Users New

Cramets Permission

[ user Fasture Account Banking Web hops

Banking Web Apps.

‘ € Disabled rows correzpond k festures. not be removed

Advanced
Filter

Delete

The Permissions Page displays the list with all the Site's permissions and their assigned users.
The list contains the following details:

e User (username, and full name)
e Permission

e Product (where applicable)
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How to assign permissions?

() Assign New Permission

To assign permissions, go the the Permissions Page and click on the
link:

- TEST i
aa ACCOUNT O Logout

Permissions

I @ Assign new permission I

Y Al Features v

All Users
My Accounts

Channels:

Advanced Filter

User Feature Product

‘ @ Disabled rows correspond to administrative features. Administrative features will not be removed from administrators

O hoatadm.\n Account Balances  (Alias}
Boat Admin HOO0K-F19

hoatadm.\n Account Balances @ {Alias}
Boat Admin U504

boatadmin Account Balances © My Account
Boat Admin oo 502

boatadmin Account Balances Occ
Boat Admin H00K-934

boatadmin Account Balsnces © {alias)
Boat Admin HHNK-449

[ ]
| | boatadmin Account Balances @ (Alias}
Boat Admin R00K-450
boatadmin Account Statement ® {Alias}
Boat Admin HC0E-F04

hoatadm.\n Account Statement © My Account
Boat Admin 0000702

hoatadm.\n Account Statement Occ
Boat Admin H0O0-534

hoatadm.\n Account Statement © Galias}
Boat Admin HHHHA-44T

boatadmin Account Statement ® {alias}
Anat Admin HOK-450

Manage

[
Pending

ojojojoyojoojojojo
AN NN A AN N N AN AN
SN S S SN SSNS

The process entails 4 steps as follows:
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Step 1: Choose User

The master list of all the Site users will be displayed here. Select the radio button next to the

name of the user you wish to assign permissions to.

TESTACCOUNT v | (B Logout

Permissions Configuration

Step 1 of 4: Choose Users _):.‘ Replace Existing Permissions

Y All User Types

Q
My Aceounts Show: All Not Selected Selected
. Username Name Last Name User Type
©
Alicia Alicia Kurbanali Basic
Transfer
Danelle Danelle Test Administrator
reg Greg Test Basic
melr melissa ramnarine Administrator
Service
Request
| |
||
Manage
Pending
Approvals

. Replace Existing Permissions

- Enable toggle if the user’s current permissions are to be
removed/replaced.

) Replace Existing Permissions

- Leave toggle off if the user needs to retain their existing
permissions.
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Step 2: Choose Accounts

This screen displays a master list of all available accounts for which permissions may be
assigned. Here the products are categorised by type and may be filtered if required.

H TEST T
§ Republic Bank = | () Logout
) Permissions Configuration
Home
() Step 2 of 4: Choose Accounts
YO | Y Al Account Types v o
Shaw: All Mot Selected Selecled
@
&
Transfer ;¥ Chequing Account [3) >
@ Fixed Term Deposit (1] >
s
U Loan (1] >
|
Service
Request
(]
]
Manage
]
Pending
Approvals
> (P Reur Reset Cancel

Expand the category to select the relevant product.

This step may be skipped if the user does not require permissions related to

particular products (i.e. if the user is being assigned Administrative or General
permissions.
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Step 3: Choose Features

Features refer the relevant rights or access that the user may be granted.

This screen displays a master list of all available features that may be assigned. If a product
was selected in the previous step, the list will contain all available features related to the
selected product.

Home

i

Request

Manage

5]

Pending
Approvals

> P

4 Republic Bank

Permissions Configuration

@

Step 3 of 4: Choose Fealures

All Not Selected Selecled

Feature

&

1
TESTACCOUNT | © Logout

Apply Permissions Template +

Q,

| @ () Admin

Account - Details

Account - Statements

Administration - Pending Approvals (%)
Administration - Alias Configuration [*]
Administration - Permissions Configuration [*]
Administration - Approval Schemes (%]
Administration - Transzction Amounts (%]
Administration - Users (%]

Account - Stop Chegue

Return

Reset

Cancel

If no product was selected, then only administrative Features available on this Site will be
listed (as ahown below).

o) Permissions Configuration
Ham

@ | Stepaof 4 Choose F
Show

[Z] Featur

ssions Template -

bl [© ) carnie

2] Admi

=2 [Z] Administration - Approval Schemaes. *

[4] Administration - Users (1
[] Payment - Payroll

[Z] Common Approver 141

2 4
4]
[
[

[Ea e
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(*) Denotes the administrative features.

- Select required feature and channel by clicking on the relevant radio button(s) and

select to proceeed to step 4.

OR

To make it easier, we have created Permission tfemplates:

= \‘ Republic Bank : TESTACCOUNT | (3 Logout
<X

Permissions Configuration

() step3of4: Choose Fealures Apply Permissions Template +

Show. Al Nol Selecled
My Accounts la

[ Feature

| 0 [*) Administrative feature. Administrative features will not be removed from administrators even if "Replace Existing Permissions” option has been checked,

] Account - Datsils

Account - Statements

Administration - Pending Approvals (%)

Administration - Alias Configuration [*]

Administration - Permissions Configuration [*]

Administration - Approval Schemes (%]

Administration - Transzction Amounts (%]

Administration - Users [*]

ooojbjog|oig
Oo|io|ooioyoa|a

Account - Stop Chegue

Return Cancel

Apply Permissions Template «~

Feature Profiles

Profile 1 - Create, Approve & View
Profile 2 - Create & View

Profile 3 - Create only

Profile 4 - Yiew Only

Profile 5 - Credit Card Only

Profile & - Appraove & View
.
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There are six (6) profiles which are associated with the main functions of internet banking

users. Once a template is selected, the corresponding features will be selected from the list
below.

- Select the required Permissions Template (or Profile) from the list provided the

Continue

and select to proceeed to step 4.

Permissions may also be restricted by channels whereby a user may be granted

permissions on one channel only. E.g. Permissions to approve transactions on
Web only. Please see Appendix E for description of Permission Templates.
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Step 4: Confirm

G} Permissions Configuration

Users to whom permissions will be assigned

TEST ACCOUNT

() Logout

ﬁ Username Name Last Name User Type
My Accolints Danelle Danelle Test Administrator
Greg Greg Test Basic
©
Transfer Products to which permissions will be assigned
= |.§, Savings Account
Pay {Alias}
XXXXXXXXX
= Features that will be enabled
Service .
Request Feature SMS Messenger Apps Banking Web CIICk to
view details
== ‘ @ (%] Administrative feature. Administrative features will not be removed from administrators even if “Replace Existing Permissions” option has been checked. yi
Manage Account - Details v v i < <§>I
[::| Account - Statements Ve N
Pending Payment - Loan History N4 N4 @
Appravals
Payment - Payroll N4 g
o
¥ p Click Save
Payment - Payroll History <G>
to proceed
A
Payment - Your Loan vy V4 N4 ‘\ @

Return

X

This step allows the user to review/validate the information entered in the previous step,

before submitting the changes.

Once the information has been verified select Save to proceed.

To go back to the previous step to edit transaction select Return

To cancel transaction request select Cancel
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Approval Schemes (Overview)

Approval schemes outline which users have the authorisation to approve fransactions on a
Business Site. Schemes comprise the scope, as well as the users assigned to the scope and
their authorisation privileges.

Approval Schemes are categorised as follows:

1. Non-Monetary Schemes
These schemes comprise: (1) A function or permission
(2) The Users authorised to approve the process
(3) The Approval Percentages.
2. Monetary Schemes
These schemes comprise: (1) A function or permission
(2) The Users authorised to approve the process
(3) The Approval Percentages.

(4) Transaction Limits

Key Elements of Approval Schemes

Z Scope (Permissions + Users)

Z  Approval Percentages

/' Approval Limits (Monetary Approval Schemes only)
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Scope (Feature and Account)

RepublicOnline has an established list of permissions, that govern every potential action or
transaction on the system. The Company’s Administrator is responsible for creating the users
and assigning them the relevant permissions. In the same way, users who are tasked with
the responsibility of approving processes or transactions, must also be granted the

permission to approve.

Users who are required to approve must be granted the following permissions

1. Common Approver: this permission enables the approval rights

2. Administration-Pending Approvals: this permission allows users to access
the pending approvals page.
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Approval Percentages

All approval schemes contain approval percentages. These define the percentage of
approval that the assigned users have access to approve, for the particular functionality or

transaction.

Example:

Edit User Profile: User A — 50%
User B — 50%
User C — 100%

In this scenario, the process can be approved by either User A, B or C. User C has 100%
approval and can therefore approve alone. However, Users A and B are assigned 50%
approval. This means that if User A approves the transaction, it will only be 50% approved.

In this case, the request will remain “Pending Approval” until User B or C approves it.

All tfransactions require 100% approval. In this example, Users A and B may approve
together or, they may each approve with User C. The requirement is for a minimum of 100%
but, the system does not prevent users if their combined approval percentage exceeds
100%.

All approval schemes must reach 100% for the scheme to be complete.
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Example:

Approval Configurations without Amount Limit

User Name Complete Name Percentage @ Add User

melr melissa ramnarine 50 (%)

#]|[#]

Alicia Alicia Kurbanali 50 ®

Danelle Danelle Test 100 &

Tolal Percenlage 2000/0

Approval Limits

When creating Monetary Approval Schemes, the Administrator has two options;

- He/she may create the scheme “Without Amount Limit”, whereby all users assigned
tfo the scheme may authorise transactions up to any amount

OR

- The scheme may be created where the assigned approvers may only approve up
to a pre-set limit

Example 1:

Scheme X: Transfer of funds from Corporate Account 1
Limit:  $50,000
User A — 50% User B — 50% User C - 100%

In this example, the users have authority to approve the transfer of funds from Account 1 up
to $50,000. If the transfer exceeds this limit, these three users would not be able to approve
it.

One user may be assigned to multiple schemes with varying configurations and

limits.
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Example 2:

Scheme Y: Transfer of funds from Corporate Account 2
Limit: -
User A — 50% User B — 50% User C - 100%

In this case, we see that the same users have the authority to approve the transfer of funds
from Account 2 up to any amount, as a limit was not defined in this scenario.

One account may be assigned to multiple schemes with varying configurations

and limits.

Example 3:

Scheme Z: Transfer of funds from Corporate Account 1
Limit: -

User A — 25% User B - 25% User C - 50% User D -
100%

This scenario is an example of how the same users may belong to multiple schemes
involving the same account. In example 1, Users A and B could authorise up to 50% of
transfers from Account 1, up to $50,000. In Scheme 3, no limit was set. Therefore, if there are
any fund transfers form Corporate Account 1 exceeding $50,000, the same users may

authorise, but their approval percentages in this case, are different.

Scheme X Scheme 1
User A 50% approval up to $50,000 25% approval; unlimited
User B 50% approval up to $50,000 25% approval; unlimited
User C 100% approval up to $50,000 50% approval; unlimited
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How to create a Non-Monetary Approval Scheme?

To access this page select the Non-Monetary Approval Schemes optfion under the Manage
section of either menu.

HE Manage

Third-Party Beneficiaries

Company/Utility Payment E

e Third-Party Beneficiaries
Subscriptions

Company/Utility Payment

Motifications |I@_ .
Subscriptions

Users )
Sers ﬁ Motifications

Permissions

& Users

Monetary Approval

& .
S gz Permissions
e5s5

Non-Monetary Approval = Monetary Approval Schemes
Schemes

fl

Mon-Monetary Approval
Max Amounts By Schemes
Transaction

E]

) Payrolls
2 Audit

B

Suppliers
Payrolls =Upp

Suppliers.

OR

Only the users assigned the relevant permissions will be able to access the Non-

Monetary Approval Schemes feature. (Refer to Appendix for list of Permissions)
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The Non- Monetary Approval Schemes Page.

This page displays all existing Non-Monetary Approval Schemes.

TEST ACCOUNT | Logout

My Products

G)

Transfer

Non-Monetary Approval Schemes
Configured Uncenfigured (3]

Y Al Schemes «

All Features ~

See: All Completed Incomplete

Scheme Name Feature

() Configure New Scheme

Delete Selected

Administration ~

Administration -

Adrministration -

.
.
.
Permissions Cenfiguration

Transaction Amounts

é‘:;;i::t Administration - Users
== Adrministration - Utility Payment Subscription
Manage Administration - Suppliers
‘l:] I ) Show Mare I
Pending
Approvals
Configure New Scheme |
Select the link to create a new approval scheme.
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Step 1: Select Feature (Scope of Approval Scheme)

TESTACCOUNT  ~ | (b Logout

&

\h niine

73 Configure New Approval Scheme

lnd
Home
Step 1of 3: Scope Selection
- Y All Features
My Accounts Feature

Account - Stop Cheque

Non Monetary Requests

II Card - Block Cards

==
Service
Request

||
||
Manage
|

Pending
Approvals

Select Continue
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Step 2: Configure New Approval Scheme

+) Configure New Scheme

- Click on the link to configure the Approval Scheme.

Non-Monetary Approval Schemes

Configured Not Configured (3] (3 Canfigure New Scheme

T Y AllSchemes v
All Features v

See: All Comnpleted Incomplete

neme Name Feature

Administration »

Manage

Fa
Pending
Approvals

() Add User
- Click on the link to add users to the scheme.

Approval Configurations without Amount Limit

User Name Complete Name Percentage I (D Add User

(D No Users Found.

Tatal Percentage 0%

@ Incomplete Percentage

Reset Cancel

- Select the users to be added by clicking on the radio buttons.
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() Add User

"R

C_ Search |

melissa ramnarine
Alicia Kurbanali

Danelle Test

Cancel Apply

- Input the approval percentages required.

Approval Configurations without Amount Limit ()

User Name Complete Name Percentage (+7 Add User

melr melissa ramnarine ®

Alicia Alicia Kurbanali ®

Total Percentage 0%

o Incomplete Percentage

Reset Cancel

- Click on Confirm to proceed.

Approval Configurations without Amount Limit

User Name Complete Name Percentage ) Add User

melr melissa ramnarine 50 &

Alicia Alicia Kurbanali 50 ®

Total Percentage 100%

Reset Cancel

Confirm
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This completes the configuration process of the non-monetary approval scheme. The user
will be redirected to the Scheme Configuration screen.

Configure New Approval Scheme

(&) Step2of3: Scheme Configuration

Configure

melr melissa ramnarine 50%

Alicia Alicia Kurbanali 50%

Manage
|

Pending
Approvals

The available actions are:

o : to confirm the date and proceed to the next step.

Cancel

: to cancel application.

(<)
o " or T 4o return to the previous step
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Step 3: Confirm New Approval Scheme

- Click Save to proceed.

= bl nme TEST ACCOUNT @ Logout

W

(N Configure New Approval Scheme

Home
(&)  Step3of3: Confirmation
My Products Scope of Scheme

Feature
@
vy
Transfer Card - Block Cards
g]_[ Approvers
Pay
User Mame Complete Name Percentage
melr melissa ramnarine 50%
Alicia Alicia Kurbanali 50%
[ ||
(|
Manage
Pending
Approvals

B caet T

- Enter a name for the new scheme in the space provided.

MNew Scheme

Mew Scheme Mame

Mame

Cancel
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This step completes the process for creating a New Non-Monetary Approval Scheme.

Once the scheme is saved the user will be redirected to the Non-Monetary Approval
Schemes page where the new scheme will be listed.

Non-Manetary Approval Schemes

Configured Unconfigured (2] (D e
WP | Y AllSchemes
All Features ~

@ See: All Completed Incomplete
Transfer

Scheme Name Feature Delete Selected
Administration > E
Block Card Scheme > :

Service
Request

Manage

F1

Pending
Approvals

From the page the user may also edit and delete selected approval schemes

via the contextual menu of the relevelant scheme.

[ ]

[ ]

[ ]
Actions

E Edit

|-_'7|® Delete
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How to create a Monetary Approval Scheme?

To access this page select the Monetary Approval Schemes option under the Manage
section of either menu.

HE Manage

.

[s] Third-Party Beneficiaries

Company/Utility Payment @

e Third-Party Beneficiaries
Subscriptions

Company/Utility Payment

Motifications |I@_ !
Subscriptions

Users ﬂ Motifications

Permissions

8 Users

Monetary Approval

& .
s Permissions
Schemes

u_ujﬂ

| T
Non-Monetary Approval Maonetary Approval Schemes

Schemes

= MNon-Monetary Approval
Max Amounts By E Schemes
Transaction
) @] Payrolls
2L Audit
¢kl Suppliers

Payrolls

Suppliers

OR

Only the users assigned the relevant permissions will be able to access to the
Non-Monetary Approval Schemes feature. (Refer to Appendix for full list of
Permissions)
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The Monetary Approval Schemes Page

This page displays all existing Monetary Approval Schemes.

TEST ACCOUNT | ¢ Logout

Monetary Approval Schemes

Home Configured Unconfigured [10] I @ Configure New Scheme I
A Y AllSchemes
All Features ~
My Aceounts
: All Products ~
_ See: All Completed Incomplete
@
“"_) Scheme Name Feature Products Delete Selected
Transfer
Payroll 1 > E

Service
Request
[ |}
||

Manage

[J

Pending
Approvals

Pay attention to the Configured and Unconfigured details shown at the top
of the page, as all Schemes must be configured (i.e. Approvers must be

established) for users to perform those transactions.
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Step 1: Select Scope

Feature + Product = Scope

= R 1 .‘hnm.e & TESTACCOUNT v | (D Logout

Lr|:l Configure New Approval Scheme

Home

Step 1 of 3: Scope Selection
&N

im

e Y All Features

All Products

@ Feature Product

Transfer
s .
Payment - Your Credit Card 12 Savings Account
7 oot
Payment - Your Loan 2~ Savings Account
Pay
3 .
DQ Payment - Company/Utility Payments - Savings Account
T o L
Service - - Savings Account
Request Payment - Suppliers
s .
== Transfer - International Bank Account %V?iivlngsrAccoum
[LELEL
€ show More
Pending
Approvals

Cancel Continue

Select the required feature by ticking the radio button.

Select to proceed or Cancel o cancel the request if required.

The product attached to the scope will serve as the debit account in the

scheme.
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Step 2: Configure New Approval Scheme

Here there are two options:

- Click on the fenfigureink to configure a new approval scheme without an
amount limit.

- Click on the ' NewAmeunttoniouton ing to configure a new scheme with an amount
limit.

L.
aa TESTACCOUNT ~ | (D Logout

Configure New Approval Scheme

()  step2of3: Scheme Configuration

A\ Incomplete Configuration

My Accounts Without Amount Limit

User Name Complete Name Percentage #0F Configure

Transfer

(@ Mo Configuration Found

With Amount Limit

Amount Approval Configuration I(i) MNew Amount Configuration I

(@ No Configuration Found

Service
Request

ELE T

[J

Pending
Approvals

Return Cancel

Without Amount Limit

- Click on the A User link to add users to the scheme.
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Approval Configurations without Amount Limit

User Name Complete Name Percentage

@ Add User

@ No Users Found.

Total Percentage 0 %

@ Incomplete Percentage

Reset Cancel

- Select the users to be added by clicking on the radio buttons.

() Add User

Q. Search ‘

melissa ramnaring

Alicia Kurbanali

Danelle Test

Cancel Apply

- Input the approval percentages required.

Approval Configurations without Amount Limit

User Name Complete Name Percentage

@ Add User

melr melissa ramnarine

®

Alicia Alicia Kurbanali I:l

®

Total Percentage 0 %

° Incomplete Percentage

Reset Cancel
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- Click on Confirm to proceed.

Approval Configurations without Amount Limit

Total Percentage 1 000/0

User Name Complete Name (¥ Add User
melr melissa ramnarine &
Alicia Alicia Kurbanali &

Res Et C ance.l

This completes the configuration process of the monetary approval scheme with no amount

limit. The user will be redirected to the Scheme Configuration screen.

With Amount Limit

- Insert Amount Limit in the space provided.

(® Add User

- Click on the

link to add users to the scheme.
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Approval Configurations with Amount Limit ()

Limit Amount
BBD Insert Amount
User Name Complete Mama Parcanlage @ Add User

(D) No Users Found.

Tatal Percentage DG/O

o Incemplete Parcantage

Reset Cancel

Select the users to be added by clicking on the radio buttons.

(® Add User

C_ Search ‘

melissa ramnarine
Alicia Kurbanali

Danelle Test

Cancel Apply

- Input the approval percentages required.
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Approval Configurations with Amount Limit l@

Lirnit Armount

BBD 50,000.00
User Mame Complete Name Percentage () Add User
Alicia Alicia Kurbanali 50 ®

Danelle Danelle Test &

Tolal Percenlage 1 000/0

- Click on Confirm to proceed.

This completes the configuration process of the monetary approval scheme with an

amount limit. The user will be redirected to the Scheme Configuration screen.
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) Logout

= § Republic Bank - TEST ACCOUNT
Configure New Approval Scheme
& step2ot3: Scheme Configuration

Without Amount Limit

&} Configure

With Amount Limit

+) New Amount Configuration

Until BBO 50000 > 7 R

Penting
Approvals

The available actions are:

° : to confirm the date and proceed to the next

step.

Cancel

: to cancel application.

'@ Return

° or : to return to the previous step
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Step 3: Confirm New Approval Scheme

- Click Save to proceed.

= blie 1)/1(112 | testaccount v | (D Logout

]

/U_E Configure New Approval Scheme
Home . . -
(&)  Step3of3: Confirmation
Scope of Scheme
My Accounts
Feature Product
= S Savi
=) Payment - Your Credit Card - Savings Account
N
- $
Transfer Payment - Your Laan - Savings Account
Approvers
User Name Caomplete Name Percentage
@ No Configuration Found
Approvers with Amount Limit
Manage Amount Approval Configuration
Until BBD 50,000.00
|
Pending
Approvals

- Enter a name for the new scheme in the space provided.

Mew Scope Name

MNarme

Cancel
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This step completes the process for creating a New Monetary Approval Scheme.

Once the scheme is saved the user will be redirected to the Monetary Approval Schemes
page where the new scheme will be listed.

TEST ACCOUNT

| (_b Logout

Monetary Approval Schemes

Home

Configured Unconfigured (8) (D Configure New Scheme
fm
My Products Y AllSchemes «

All Features

@ All Products ~
Transfer See: Completed Incomplete

Scherne Name Feature Products Delete Selected

@ .

Pay Payroll 1 >

DQ Maonetary Scheme A >

Service
Request

Manage

i

Pending
Approvals

From the page the user may also edit and delete selected approval schemes
via the contextual menu of the relevelant scheme.
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Max Amount By Transaction

To access this Transaction Limits feature select the Max Amounts by Transaction option
under the the Manage section of the Main menu.

Manage
(2] Third-Par l"p" Beneficiaries

Company/Utility Payment
Subscriptions

Motifications

Users

Permissions

Monetary Approval
Schemes

Mon-Monetary Approval
Schemes

Max Amounts By
Transaction

@) Audit
Payrolls

Suppliers

Only the users assigned the relevant permissions will be able to access to the
Transaction Limits feature. (Refer to Appendix for list of Permissions)
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Daily Transaction Amount Limits Page

This page displays the master list of the daily tfransaction limits for the Business Site.

- To Edit this list, click on the Edit button at the bottom of the page.

A TESTACCOUNT  ~ | () Logout
Daily Transaction Amount Limits
Home
a ||
i
Transaction Type Max Daily Amounts [USD)
My Products ]
]
Between Own Account Transfer 999,999,999.00 I
Transfer Company/Utility Payments 9,174.00
@ International Bank Account Transfer 9,174.00
Pay
Load Third-Party VTM Card 5,000.00
DQ Own Credit Card Payment 9.174.00 [
Service
Request
Own Loan Payments 9.174.00
]|
oo
Manage Payroll Payments 9,174.00
Republic Bank Credit Card Payment 9,174.00
K |
heing Suppliers P t 9,174.00
Approvals uppliers Paymen 74,
Third-Party Local Bank Account Transfer 9,174.00 |
|
Third-Party Republic Bank Account Transfer 9,174.00
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- Edit the amount in the relevant fields and click Save to proceed.

L
[+ TEST ACCOUNT g () Logout

(€)  Edit Daily Transaction Amount Limits
L =
Home
1 Required
Between Own Account I 999,999,999.00 Max Value: 999,999,999.00
m Transfer
My ucts Company/Utility Payments I 9,174.00 Max Value: 9,174.00
I""'?'\ International Bank Account I 92.174.00 Max Value: 9,174.00
\&/ Transfer
Transfer
. Load Third-Party VTM Card I 5,000.00 Max Value: 5,000.00
Own Credit Card Payment I 9.174.00 Max Value: 9,174.00
Own Loan Payments I 9,174.00 Max Value: 9,174.00
,:,Q Payroll Payments I 9.174.00 Max Value: 9,174.00
Service
gt Republic Bank Credit Card I 9,174.00 Max Value: 9,174.00
Payment
oo
oo Suppliers Payment I 9,174.00 Max Value: 9,174.00
Manage
Third-Party Local Bank | 5UUU| Max Value: 9,174.00
[—:] Account Transfer
Pend Third-Party Republic Bank I 9.174.00 Max Value: 9.174.00
Account Transfer
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How to audit the business’ online transactions?

Filter

Through the Audit feature, users can access the site’s audit logs in a tabular format.

Home

aN

m

My Products

@

Transfer

G

Pay

ol

Service
Request

oo
(] m]

Manage

|

Pending
Approvals

Only the users assigned the administrative permissions will have access to the

Audit feature.

‘“ nitne

Audit

Y Last7days o

TEST ACCOUNT

() Logout

AllUsers Contextual
All Actions ~
Menu
Action Result: Ok Error
I
All Channels 1
Date Action Result Uses Channel ]
¥
Display Fi ial Stat
18/09/2019 6:00 PM 1spiay Financiat Status ok melr Bznking Web :
Information o
18/09/2019 6:00 PM Feature Max Amaounts 0k melr Banking Web E
Confirm Site Feat M
18/09/2019 6:00 PM ontirm Site Features Max ok melr Banking Web :
Amounts .
18/09/2019 5:49 PM Feature Max Amounts Ok melr Banking Web E
18/09/2019 5:46 PM Internal Operation of the System Ok melr Banking Web E
18/09/2019 4:55 PM Internal Operation of the System Ok melr Banking Web 5
18/09/2019 4:47 FM Internal Operation of the System Ok melr Banking Web E
18/09/2019 4:39 PM Internal Operation of the System Ok melr Banking Web E
18/09/2019 4:25 PM Internal Operation of the System Ok melr Banking Web 5
18/09/2019 4:12 FM Internal Operation of the System Ok melr Banking Web E

@ Show More

For each action or fransaction, the following data is shown:

e Date

e Action

e Results

e User

e Channel
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Y Filters

Last 7 Days: enables filtering of logs by time period. Click the - to change option.

- All Users: enables filtering of log by users. Click the 7 o change option.

- All Actions: enables filtering by logs by specific actions. Click the 7 o change
option.

- Action Result: enables filtering by status of action. (All/OK/Error)

- All Channels: enables filtering by channel. Click the 7 o change option.

+ Contextual Menu

The menu on each log offers the View detail option only

Banking Web :

@ \iew Details

The only action available for the Audit is the view detail access. No site user has

permission to amend any detail on the audit log.
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Auditlog Information Details Screen

i‘l_'a | TEST ACCOUNT () Logout

@ Auditlog Information Details

Home

Auditlog Information Details

P
Im Audit 1D 1895943
My Products
Site 1D 7492
@ Site Name st joseph
Transfer Username melr
Action Display Financial Status Information
Action Result Ok
Date Septemnber 18, 2019 6:00 PM
Channel Banking Web
Service IP Address 10.137.9.114
Request
oo User Agent Mozilla/5.0 (Windows NT 10.0; Winé4; x64] AppleWebKit/537.36 IKHTML, like Geckel Chrome/64.0.3282.140 Safari/537.36 Edge/18.17763
oo
[EELELT
28]
Pending
Approvals

For each different action the details displayed will vary. The general data shown is as
follows:

e AuditID

e SiteID

e Site Name
e Username
e Action

e Action Result

e Date
e Channel
e [P Address

e User Agent
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Manage - Overview

This section of the application is where users access the administrative functions. This option

is available from both the Quick and Main Menu.

TAKE NOTE, The fundamental administrative functions were explained in previous section of this
,\ | | book. This section will expound on the other administrative features that
are related to products and monetary functions.

HH Manage

EI Third-Party Beneficiaries

2] Third-Party Beneficiaries
Company/Utility Payment
Subscriptions flea Company/Utility Payment
" Subscriptions

Motifications ~ :
L.l Motifications

W0

[ ]
[ 5]

s Users Users

Permissions

b

Permissions

= Maonetary Approval Schemes
Monetary Approval
e =_ Mon-Monetary Approval
Schemes = Cehemes
Mon-Monetary Approval i) Payrolls

Schemes
el Suppliers

Max Amountis By
Transaction

&) Audit
Payrolls

Suppliers

OR
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Third-Party Beneficiaries

Customers will be allowed to make payments to the following third-party products:
o Republic Bank Chequing Account
° Republic Bank Savings Account
o Republic Bank Credit Card
o Local Bank Deposit Account

° International Bank Deposit Account

For Corporate RepublicOnline customers, all beneficiaries must be registered.
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How to Register Third-Party Beneficiaries

To register third-party beneficiaries, select the Third-Party Beneficiaries option under the
Manage tab of either the Main or Quick Menu.

HE Manage

0 Third-Party Beneficiaries

Company/Utility Payment
Subscriptions

Muotificati D
otimcations (2] Third-Party Beneficiaries

2 Users = Company/Utility Payment
" Subscriptions

: - 5. e .
Permissions Il Motifications

[ ]
==

Monetary Approval Users

Schemes a )
is  Permissions

Non-Monetary Approval = Monetary Approval Schemes

Schemes

= Mon-Monetary Approval
Max Amounts By Schemes
Transaction _

g2y Payrolls

L, Audit & Suppliers

Payrolls

Suppliers
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This option will direct the user to the the Third-Party Beneficiaries page.

1. Select the "Add Product” icon *

™M Logout

Q

Home

My Accounts

Test Mareina Republic Bank Credit Card RIZWAN OO0 491544-X00000 -

(:j Test Local Bank Deposit Account John Smith 111222333444 @® Republic Bank Chequing E
3 =~ Account
Transfer XXXXXX

s Republic Bank Savings
= Account

B Republic Bank Credit Card

Service
Request
[ [}
m

Manage

[

Pending
Approvals

For Republic Bank Beneficiaries (Republic Bank Chequing account, Savings account, or
Credit Card) the following information will be requested:
1. Product Nickname(Required)

2. Account data - number (Required)

3. Beneficiary Email — This field is not mandatory. However, if the user requires the
beneficiary to be noftified when payments are made, then the beneficiary’'s email
address can be included here. If no data is input in this field, the system will
automatically send the notification to the default email address, which is the user’s

registered email address.
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Example:

(©) | New Third-Party Beneficiary

Details

| Required
Beneficiary Type Republic Bank Savings Account

Account Data

Beneficiary

Beneficiary Data

For external beneficiaries, which include the local bank deposit account and International
Bank Deposit account, the user will be required to input the product data as well as the
external bank information.

Local Deposit Account:

The following information will be requested for a Deposit account in a local bank:

1. Product Nickname (Required)
2. Account data:

e Territory (Required)

e Bank (Required)

¢ Beneficiary name (Required)

e Account Number (Required)
3. Beneficiary data:

e Email address

e |dentification type

e Identification number

e Address
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Beneficiary Type Local Bank Deposit Account

Product Mickname I

Account Data

lerritory I Select a Territory ~
Bank I Select a Bank ~
Beneficiary I
Account Number I

Beneficiary Data

Email Address

Identification Type Select an Option ~
Identification Number

Address

International Bank Deposit Account:

The following information will be requested for a Deposit account in an intfernational bank:

1. Product Nickname (Required)
2. Beneficiary data:

e Beneficiary (Required)

e Address (Required)

e City (Required)

e Country (Required)

3. Beneficiary Account Data:
e Account Number (Required)
e Bank
e Bank Country
e Address
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e ABA (Required)

e Swift (Required)
e Routing No./ Transit No./Sort Code
4. Intermediary Bank Data:
e ABA (Required)
e Swift (Required)
e Routing No./ Transit No./Sort Code (Required)
e Address (Required)
e Bank (Required)
e City (Required)

e Country (Required)

@ New Third Party Product

International Bank Deposit Acca _
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How to Register Company/Utility Payment Subscriptions (Billers)?

To register third-party beneficiaries, select the Company/Utility Payment Subscriptions
option under the Manage tab of either the Main or Quick Menu.

HH Manage

EI Third-Party Beneficiaries

Company/Utility Payment
Subscriptions

i

Motifications

y Users

Permissions

Monetary Approval
Schemes

Mon-Monetary Approval
Schemes

Max Amounts By
Transaction

@) Audit
Payrolls

Suppliers

OR

Third-Party Beneficiaries

Company/Utility Payment
Subscriptions

W0

ek
L ]

b

I.HP"

Motifications

Users

Permissions

Monetary Approval Schemes

Non-Monetary Approval
Schemes

Payrolls

Suppliers
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This option will direct the user to the the Company/Utility Payment Subscriptions page.

= & Republic Bank

Company/Utility Payment Subscriptions

TEST
ACCOUNT

® Logout

29;\2 Pre-Register Utility

There are no utilities that match this search

Manage
]

Pending
Approvals

1. Select a category from the list provided.
2. Select the relevant ufility

Utilities

2, Search Utility

P il

Digital Education Government Services

\Il

_'_ 111\
R 4 o

Electricity Hire Purchase

]

Insurance

=

Other
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3. Insert required data and select CONFIRM to save the Company/Utility information.

Example:

TEST POWER AND
ELECTRICITY
Description I

Registration Data
Customer Name I
Confirm Customer Name I

Account Number I
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Can I be notified when transactions occur on my account?

Users can configure the application to notify them when specific transactions occur on their
account(s). These alerts or noftifications is confirgued to be sent via email.

Nofifications may be configured for the following:

@ Account balance

® Account Activity

e Credit Card Balance

e Card Activity

@ Credit Card Payment Overdue
e Credit Card Over Limit

There are three (3) ways to access this feature:

1) Main Menu
2) Quick Menu

3) Contextual Menu of Product

Options 1 and 2
Both these options follow the same process.

The user may go to either the Main or Quick Menus and select the Manage to expand the
list, and the Notifications opfion
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HE Manage
Third-Party Beneficiaries

Company/Utility Payment
Subscriptions

MNotifications

Users

Permissions

Monetary Approval
Schemes

Mon-Monetary Approval
Schemes

Max Amounis By
Transaction

& Audit

Payrolls

Suppliers

i

Third-Party Beneficiaries

Company/Utility Payment
Subscriptions

Motifications

e L)

=k
=k

Users
Permissions
Monetary Approval Schemes

Non-Monetary Approval
Schemes

Payrolls

Suppliers

This option will direct the user to the the Notifications page.

1. Select the “Add Notification” icon

Notifications

Y All Notifications ~

Select
Notification
type

Add Notification

2. Select the Notification Type from the list.

Notification Type

(3) Account Balance

) Account Activity
= Credit Card Balance
&3 Card Activity

- Credit Card Payment
" Overdue

& Credit Card Qver Limit
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3. Input required data.

@ | New Notification

| Requirsd

Alert Type: Account Balance

Notification on the Account

Select an Account v

Notification Definition

Notify Any balance v/
Recelve Message Once only v/

Request

] Notification Channels
[ 1}

Mznage Mail

[N
Pending
Approvals

Reset Cancel
> P

For all notifications the user will be required to input the following data:
e Description
e Product
¢ Definition — conditions for sending alerts (E.g. Notify me if...)
e Frequency - how often alerts should be send (E.g. Once daily)

¢ Notification Channel

4. Select one of the following options to proceed:

° : fo save the new alert.

Cancel
o : to cancel the process

Reset . . )
° to clear all the information entered in the screen.
L to return to the previous page.

130
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Option 3 - Contextual Menu

1. Select product from My Accounts list.

2. Clickon = icon to open the Contextual Menu of the desired product and select
Setting Notifications
This option redirects the user to the New Notifications input screen as explained in the

procedure above. In this instance, the account data would be pre-populated.

. . . . Save
The user will then be required to input the required data and select fo
complete the process.
Q Re]mb]ic Bank & TeST AccounT | (h Logaut
@ Test
Home
| Requirzd
@ Alert Type: Account Balance
Notification on the Account
Cheguing Account Vd
Nickname
400000004932
Avzilable Balance: BBD 700,000.00
oD Notification Definition
Request
Notify Any balance v
== Receive Message Once only v
Manage
Netification Channels
|[:j Mail
Pending
Appravals.
5 [:p Reset Cancel
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Notifications Page
Search
7

Notifications

-~ | Add

new

Add notification aler.l.

(3) Account Moverment — Notify: If the amount is greater than USD 500 Active .
pooees Repeats: Once Dnly s :
(3) Account Balance . Notify: If the balance is less than USD 200 Active .
- -z Repeats: Dnce Only B .
B3 CreditCard Balance 000906 Notify: Any balance Active H | 2
RBL Card b R Repeats Y S AN
(%) Account Movement —— Notify: If the amount is greater than USD 40 Active \
. . R Repeats: Dnce Only B
- Contextual
3) Account Movement XXKRX-934 Notify: If the balance is less than USD 100 Active
. Repeats: Every 21 of every manth B Menu
Expand
.
List
Notifications
Y oan | o
Netification state: all active inActive
Alert description Product number Alert details Status
‘ (3) Account Movement —— Notify: If the amount is greater than USD 500 & Active .
rbltest Repeats: Once Only -

Y Fitter

Nofifications can be filtered by the following criteria:

° Nofifications Type

° Notifications Status

L]
: Contextual Menu

The menu on each alerts offers the following actions:

e Edit: fo change setting or data on the alert.

e Deactivate: to deactivate an alert (available for active alerts only)

e Activate: to activate an alert (available for inactive alerts only).

e Delete: to delefe the selected alert.
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Payroll Administration

Payrolls can be created or amended via the Payroll Admininstration Page. To access this
page select the Payroll option under the the Manage section of either menu.

HE Manage

[5] Third-Party Beneficiaries

= Company/Utility Payment El

Tt Third-Party Beneficiaries
Subscriptions

Company/Utility Payment

Motifications |I@_ .
Subscriptions

: .
Users ﬂ Motifications

Permissions

8% Users

Monetary Approval

g .
S i= Permissions
chemes

Non-Monetary Approval = Monetary Approval Schemes

Schemes

=_ Non-Monetary Approval
Max Amounts By = Schemes
Transaction
) (B Payrolls
=L Audit
ek Suppliers

Payrolls

Suppliers

OR

Only the users assigned the relevant permissions to do payroll administration will

have access to this page. (Refer to Appendix for full list of permissions)

Internet Banking Site Administration User Guide Issue Date: 2023



Internet Banking- Corporate Users — Site Administrators 134

Payroll Administration Page

aa TEST ACCOUNT - | (M Logout

/Ln§ Payroll Administration Add p

Search

Home new
Payroll State: All Active Blocked pqyroll
: = - —
o Payroll Name Number of Beneficiaries Status > (\D New Payroll
T Test Payroll 3 & Active E
: /
Transfer /

Contextual
Menv

Sarvice
Request

Manage

|

Pending
Approvals

This page contains a master list of all the Site’s existing payrolls.

+ Contextual Menu

The menu on each payroll list offers the following actions:
° Edit
o Block/Unblock

° Delete

L]
L]
Cors |
& Edit

(&) Block/Unblock

® Delete
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How to create a new payroll?

To create a new payroll, click on the - New Payroll jiny
There are two (2) Main steps in creating a payroll:
1. Details
The Details includes adding the beneficiary information to the payroll list
2. Permissions

The Permissions entails adding users who are required to access the payroll
(e.g. To pay the payroll)

TEST ACCOUNT .| ¢y | ogout

@ New Payroll

Home
Details Permissions
ZaN
o Payroll 1 Requineg
My Products [EEESVSTERS | Test Payroll fd— - = = Name
LD Beneficiaries
Beneficiaries Total XCQ
0 0.00
Beneficiary Bank Account Type Account Number Amount @ Add Beneficiary
Service
Request
i (1) No Beneficiaries Found P ~
| ]
(] Add r
Manage . o
Beneficiary
]
Pending
Approvals

Cancel

1. Details

- Insert a name for the new payroll list in the space provided.
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- Click on the () Add Beneficiary

- Select Beneficiary Type. The options are:
e Republic Bank Chequing Account
e Republic Bank Savings Account

e Local Bank Deposit Account

Amount (D Add Beneficiary

0o Republic Bank Chequing
Account

» Republic Bank Savings
Account

e Local Bank Deposit Account

- Insert Beneficiary Details as follows:
e Account Data: Product Number
= Currency
= Beneficiary
e Beneficiary Info: Email
» |d Type/ld Number (Optional)
» Address (Optional)

¢ Amount to be paid.

Add Beneficiary ®

1 Required

Product Type Republic Bank Cheguing Account

Account Data
Product Number
Currency
Beneficiary
Beneficiary Info

Beneficiary Email

Amount

Amount to be Paid

Cancel

Republic Chequing Account

link to add beneficiaries to the list.

136
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For Republic Bank Beneficiary accounts, the product number will be validated,

and the system will auto-populate the currency and beneficiary name, once
the account is valid and active.

Add Beneficiary ®

1 Required

Product Type Local Bank Deposit Account

Account Data

Bank I Select a bank ~
Seneficiary I

Account Number I

Beneficiary Info
Email Address

Identification Type Select an Option ~

Identification Number

Cancel

Local Bank Account

For Local Bank Beneficiary accounts, the Bank, Beneficiary and account
number are required. There are additional fields included for the beneficiary,

but these are not mandatory. This information is included to aid the bank in
identifying them, if required.
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)

Home

i

My Accounts.

Manage

2
Pending
Approvals

2. Permissions.

= § Republic Bank

(@ | Test payroll

Details

Payroll Name

Beneficiaries

Beneficiarias

3

Beneficiary

Permissions

Test payroll

Totzl BED

3,000.00

Bank Account Type

Account Number

& | TestExample v | () Logout

Amoun

| Requirsd

@ Add Beneficiary

BABRIEL'S AXXXXNX

Jane Test

Ben Test

Republic Bank Republic Bank Cheguing Account

CIBC FirstCaribbean International Bank

Local Bank Deposit A t
[Barbados] Ltd. - Speightstown orat Bank Heposit Accoun
First Citizens [Barbados) Ltd. - Broad

Local Bank Deposit Account
Street

XXXXXXXXXXXXXX

12345678

FBT654321

BED 1,000.00
BED 1,000.00

BED 1,000.00

Cancel

2 ®
2 ®

s @

Save

When the user has finished inputting the Details of the payroll list, he/she must then assign
permissions to users who are required to access this payroll.

- Click on the Permissions tab at the top of the screen.
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@ | Test payroll

Details Permissions

My Accounts
User User Complete Name @ Assign User

-
1) No users were found

Manage

J

Pending
Approvals

~ Click the @ #ssianUser w46 select users.

- Select the user(s) from the list by ticking the radio button(s) and click .

@ Assign User

| Cl, Search

Test Example

Alicia Kurbanali

Oominic Sooklal
Alicia Moare
John Grey

Cancel
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\‘Rﬁpﬂb}]cﬂaﬂk i'l.‘a | TestExample v | () Logout
.

(© | Test payroll

Home:

i

My Accounts

Details Permissions

User User Complete Name @ Assign User

CMTesté Test Example
cmtest1D Dominic Sooklal

Test Test Approver

Manage

3

Pending
Appravals

Cancel

Once the information is verified, click .

This completes the process for adding a new payroll. The user will be redirected to the
Payroll Administration Page.

Payrolls registered here will be used in the Manual Payroll payments.
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Suppliers Administration

Supplier lists can be created or amended via the Suppliers Admininstration Page. To access
this page select the Suppliers option under the the Manage section of either menu.

HE Manage

[5] Third-Party Beneficiaries

= Company/Utility Payment El

Tt Third-Party Beneficiaries
Subscriptions

Company/Utility Payment

Motifications |I@_ .
Subscriptions

: .
Users ﬂ Motifications

Permissions

8% Users

Monetary Approval

g .
S i= Permissions
chemes

Non-Monetary Approval = Monetary Approval Schemes

Schemes

< Non-Monetary Approval
Max Amounts By Schemes
Transaction
) (B Payrolls
Bl Audit
ek Suppliers
Payrolls

Suppliers

OR

Only user with the permissions to do supplier administration will have

access to this page. (Refer to Appendix for full list of permissions)
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Supplier Administration Page

Supplier Administration
Add new

Supplier
List

Home

Supplier State All Active Blocked

a
m Supplier List Name MNumber of Beneficiaries Status

TEsT Account v~ | (O Logout

Search

(D MNew Supplier

My Accounts
Test Supplier 2 & Active

Transfer

Service
Request
| ]
||
Manage

[J

Pending
Approvals

Contextual
Menu

This page contains a master list of all the Site’s existing supplier lists.

: Contextual Menu
The menu on each payroll list offers the following actions:

® Edit
® Block/Unblock

® Delete

| L]
L)
T
& Edit

(@) Block/Unblock

® Delete
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How to create a new Supplier List?

143

To create a new supplier list, click on the

There are two (2) Main steps in creating a supplier list:

1. Details

Mew Supplier

link.

The Details includes adding the beneficiary information to the payroll list

2. Permissions

The Permissions entails adding users who are required to access the payroll

(e.g. To pay the payroll)

New Supplier

Home Details

Permissions

m Supplier List Name
My Accounts

(‘:-') Beneficiaries

Transfer
Beneficiaries

Pay Beneficiary Bank

<~ — — _ | Supplier

List Name

Account Type Account Number

| (Y Logout

TEST ACCOUNT

I Reguired

Account Currency

() Add Beneficiary

Service
Request

Manage

|

Pending
Approvals

D No Beneficiaries Found

Add
Beneficiary

Reset Cancel
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Amount (P Add Beneficiary

0o Republic Bank Chequing
Account

» Republic Bank Savings
Account

© LocalBank Deposit Account

- Insert Beneficiary Details as follows:
e Account Data: Product Number
=  Currency
» Beneficiary
e Beneficiary Info: Email
» |d Type/ld Number (Optional)
» Address (Optional)

¢ Amount to be paid.

Add Beneficiary )

e

I Required

Product Type Republic Bank Chequing Account

Account Data

Product Number

Currency

Beneficiary

Beneficiary Info

Beneficiary Email ‘

Amount

Amount to be Paid ‘

Cancel

Republic Chequing Account

For Republic Bank Beneficiary accounts, the product number will be validated,

and the system will auto-populate the currency and beneficiary name, once
the account is valid and active.
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Add Beneficiary

| >

I Required

Product Type Local Bank Deposit Account

Account Data

Bank I Select a bank % |
Beneficiary I |
Account Number I |

Beneficiary Info

Email Address I v 2l Bd o rmEin com | ]

Identification Type I Select an Option pv |

Identification Number

PR I =

Cancel

Local Bank Account

For Local Bank Beneficiary accounts, the Bank, Beneficiary and account
number are required. There are additional fields included for the beneficiary,
but these are not mandatory. This information is included to aid the bank in
identifying them.

= § Republic Bank & rest AccounT ® Logout

©)  New Supplier List

Details Permissions
1 Required
Supplier List Name Test Supplier List
Beneficiaries
Benaficiarie:
3
@ Add Beneficiary

First Citi s [Barbados] Ltd - JB's -
Greg Test iret Citizens (Barbadoe) Local Bank Deposit Account 1235559999 88D s @
Sargeant's Village

[ 1]
[ 1]
Manage Dominic Test REC Royal Bank [Barbados) Ltd. - Local Bank Deposit Account 999888777 BBD P
Hastings
‘E']
~ ) CIBC FirstCaribbean International Bank ‘ 2 ®
— Test Supplier {Barbados] Ld. - Gistins Local Bank Deposit Account 11111111 BED
Approvals
P . e
ermissions.
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When the user has finished inputting the Details of the supplier list, he/she must then assign
permissions to users who are required to access this payroll.

- Click on the Permissions tab at the top of the screen

§ Republic Bank | TestExample v | () Logout
o Logaut
ﬁ-u\ (&) | New Supplier List -
Home
Details Permissions
It
My Accounts
User User Complete Name @ Assign User
@ Na users were found.
[ | ]
]
Manage
[
Pending
Approvals

- Click the @ Assign User link to select users.

- Select the user(s) from the list by ticking the radio button(s) and click .

@ Assign

Search

melissa ramnarine
Alicia Kurbanali

Danelle Test

Greg Test

Cancel Apply
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A i

L.
\h TEST ACCOUNT v | () Logout

ﬁ ® | Test Supplier2

Home Details Permissions

My Accounts User User Complete Name

@ Assign User

_ Greg Greg Test Il

®

Alicia Alicia Kurbanali ®

melr melissa ramnarine ®

Pay

N

1==9
Service

Request

Manage

[
Pending
Approvals

Once the information is verified, click .

This completes the process for adding a new supplier list. The user will be redirected to the
Supplier Administration Page.
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Appendix
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Appendix A - Key Terms to Note

In addition to the many new features of the upgraded RepublicOnline application, there is
also some new jargon that users should become familiar with.

Here are some key tferms and expressions that apply to the new RepublicOnline:

Second-Factor

Avuthentication Device

OTP (One-Time Password)

Sync

Business Site

Business Site Administrator

This refers to the device used as the second layer or security to
protect a user’s internet banking account. In this case, we utilise
a mobile device to obtain the second layer of authentication.
These include, OTP, Sync and SMS Code.

The OTP is an automatically generated code, that may only be
used for one login session. RepublicOnline OTPs will be
generated by the system and are to be retrieved on the

second factor authentication device.

The Sync refers to a process whereby a code is generated by
the website and the user either scans or manually inputs the

code info the mobile app to synchronise the two devices.

This term is used to describe the user’'s RepublicOnline
workspace, where they can access their products, balances,

transactions, features and so on.

The Business Site Administrator, is the designated official
responsible for the management of the Business’ Site. This
includes the administration of the Business Site's products, users,

permissions, limits and settings.
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Permissions

Scope

Approval Schemes

Permissions are the rights or access privileges that are granted
to a RepublicOnline user. These permissions determine the
access that a user will have to the various functionalities and

transactions.

A Scope refers to a Product and the associated functionality.
The system will automatically generate all scopes for all the

products associated with a Site.

E.g. 1. Chequing Account A + Transfer to International Account

2. Savings Account B + Pay Utility

Approval schemes outline which users have the authorisation to
approve transactions on a Business Site. Schemes comprise the
scope, as well as the users assigned to the scope and their
authorisation privileges. These may be monetary or non-

monetary and are configured by the Business Site Administrator.
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Appendix B - Administrative Permissions List

Permission Name

Permission Type

Administration - Pending
Approvals

Administration — Permissions
Configuration

Administration - Alias
Configuration

Administration - Approval
Schemes

Administration - Transaction
Amounts

Administration - Users

Administration - Utility
Payment Subscription

Administration - Payroll

Administration - Suppliers

Administration - Audit and
Logs

Administration - Third-Party
Products

Administration - Scheduled
Transactions

Description

Allows a user to access the pending approvals
page. This permission needs to be given with
Common Approver

Allows users to view and maintain the permissions
assigned in a site (this permission does not allow
user to approve creation of permissions)

Allows a user to configure the alias or nickname of
a product

Allows users to view and maintain the approval
schemes defined in a site

Allows users to view and maintain the daily amount
of site (this permission does not allow user to
approve modification of limits)

Allows users to view and manage users of a site (this
permission does not allow user to approve creation
or edifion of users)

Allows the user fo administer subscriptions to ufility
payments

Allows users to administer (view, add, amend etc.)
the payrolls of a site

Allows users to administer (view, add, amend etc.)
the suppliers of a site

Allows the user to access the audit log

Allows users to administer (view, add, amend etc.)
the beneficiaries of a site

Allows the user fo administer (view, add, amend
etc.) the scheduled transactions created in a site.
The user needs to at least have one transaction
permission over a product.

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative

Administrative
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Appendix C - Product Permissions List

Permission Name

Description

Account - Stop Cheque

Account - Details

Account - Statements

Account - Transaction History

Card - Block and Unblock
Cards

Credit Card - Current
Transactions

Credit Card - Details

Credit Card - Statements
Credit Card - Pending
Transactions

Fixed Term Deposit — Details
Loan - Details

Loan - Payment Details

Payment - Credit Card

Payment - Credit Card History

Payment - Loan

Payment - Loan History

Allows users to request the cancelation of a
cheque

Allows users to view the detail of a saving or
checking account

Allows users to view the statements of a saving
or a checking account

Allow users to view the account tfransaction
history for checking and saving accounts

Allows users to block or unblock a card (debit
or credit)

Allows users to view the current movements of
a credit card

Allows users to view the details of a credit card

Allows users to view the statement of a credit
card

Allows users to view the pending movements of
a credit card

Allows users to view the detail of a fixed term
deposit

Allows users to view the detail of a loan

Allows users to view the payment details of a
loan

Allows the user to create credit card payments
debiting from a saving or checking account
selected in the previous step

Allows users to view all credit card payments
debited from a CA or SA

Allows the user to create loan payments
debiting from a saving or checking account

Allows users to view all loan payments debited
from a CA or SA

Product

(Chequing)

Product

(Chequing or Saving)
Product

(Chequing or Saving)
Product

(Chequing or Saving)
Product

(Credit Card,
Chequing or Saving)

Product
(Credit Card)
Product
(Credit Card)
Product
(Credit Card)
Product
(Credit Card)

Account
(Certificate of
Deposit)
Product
(Credit Card)

Product
(Chequing or Saving)
Product
(Chequing or Saving)

Product
(Chequing or Saving)
Product
(Chequing or Saving)
Product
(Chequing or Saving)
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Payment - Payroll Allows the user to create salary payments debiting Product
from a checking or saving accounts (Chequing or Saving)

Payment - Payroll History Allows users to view all salary payments debited Product
from a CA or SA (Chequing or Saving)
Payment - Utilities Allows users to create utilities payments debiting Product
from a CC, SA or CC (Credit Card,
Chequing or Saving)
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Appendix D - General Permissions List

Permission Name Description Permission Type
Common Approver Allows the user to be eligible to be part of an approval General

scheme. If a user will approve some transaction, this

permission must be assigned.

This permission needs to be given with Administration -

Pending Approvals

Financial Status — Assets and | Allows users to view this web part in the dashboard General
Liabilities

Service request - Create Allows the user to create new service requests General
Service request - History Allows the user to review all the service request that General

were created in the site
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Appendix E —~Permission Templates

TEMPLATE NAME PERMISSIONS ASSIGNED

Account- Details

Administration - Pending Approvals
Administration - Alias Configuration

Payment - Your Credit Card

PrOfile ‘I L Payment - Credit Card History

CrQQi’e, Payment - Loan History
Ap prove & Payment - Your Loan

VieW Payment - Payroll History

Payment - Payroll

Administration - Utility Payment Subscription
Payment - Utility History

Payment - Company/Utility Payments

Payment - Suppliers

Payment - Suppliers History

Transfer - International Bank Account

Transfer - Third Party Accounts in Other Country History
Transfer — Third Party Local Bank Account
Transfer - Third Party Accounts in Country History
Transfer - Third Party Republic Bank Account

Transfer - Third Party Accounts in Bank History
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Transfer — Between Your Own Accounts
Transfer - Own Accounts History
Administration - Third Party Products
Payment - Republic Bank Credit Card
Common Approver

Administration — Scheduled Transactions
Financial Status — Assets and Liabilities
Payment - Third-Party Credit Card History

Account - Transaction History

Internet Banking Site Administration User Guide Issue Date: 2023



Internet Banking- Corporate Users — Site Administrators 157

TEMPLATE NAME PERMISSIONS ASSIGNED

Account- Details
Payment - Your Credit Card
Payment - Credit Card History

Payment - Loan History

Profile 2: Creqi-e Payment - Your Loan
& View Payment - Payroll History

Payment - Payroll

Administration — Utility Payment Subscription
Payment - Utility History

Payment - Company/Utility Payments

Payment - Suppliers

Payment - Suppliers History

Transfer - International Bank Account

Transfer — Third Party Accounts in Other Country History
Transfer - Third Party Local Bank Account
Transfer - Third Party Accounts in Country History
Transfer - Third Party Republic Bank Account
Transfer - Third Party Accounts in Bank History
Transfer — Between Your Own Accounts

Transfer - Own Accounts History

Administration - Third Party Products
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Payment - Republic Bank Credit Card
Common Approver

Administration - Scheduled Transactions
Financial Status — Assets and Liabilities
Payment - Third-Party Credit Card History

Account - Transaction History
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TEMPLATE NAME

Profile 3: Create
Only

PERMISSIONS ASSIGNED

Payment - Your Credit Card

Payment - Your Loan

Payment - Payroll

Administration - Utility Payment Subscription
Payment - Company/Utility Payments
Payment - Suppliers

Transfer - International Bank Account
Transfer — Third Party Local Bank Account
Transfer - Third Party Republic Bank Account
Transfer — Between Your Own Accounts
Administration - Third Party Products
Payment - Republic Bank Credit Card

Administration — Scheduled Transactions
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TEMPLATE NAME PERMISSIONS ASSIGNED

Account- Details

Profile 4: View Payment - Credit Card History

On Iy Payment - Loan History
Payment - Utility History
Transfer — Third Party Accounts in Other Country History
Transfer - Third Party Accounts in Country History
Transfer - Own Accounts History
Payment - Third-Party Credit Card History

Account - Transaction History
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TEMPLATE NAME PERMISSIONS ASSIGNED

Administration - Alias Configuration
Payment - Credit Card History

Administration - Utility Payment Subscription

PrOfIIe 5: Cred“ Transfer - Third Party Local Bank Account

Card Only

Transfer - Third Party Accounts in Country History
Transfer - Third Party Republic Bank Account
Transfer - Third Party Accounts in Bank History
Payment - Third-Party Credit Card History

Card- Blocked Cards
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TEMPLATE NAME PERMISSIONS ASSIGNED

Account- Details
Administration - Pending Approvals
Payment - Credit Card History

Payment - Loan History

PrOﬁI e 6 . Payment - Payroll History
Approve & Payment - Utility History
View Payment - Suppliers History

Transfer — Third Party Accounts in Other Country History
Transfer - Third Party Accounts in Country History
Transfer - Third Party Accounts in Bank History

Transfer — Own Accounts History

Common Approver

Financial Status — Assets and Liabilities

Payment - Third-Party Credit Card History

Account - Transaction History
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Appendix F - Payroll and supplier file requirements

The file uploaded by the user to make a Salary or a Supplier payment must have less than

21,000 records and match the following rules:

e All accounts listed in the file must be BBD only.

¢ The allowed extension will be csv

e The field delimiter will be the *|" and the end of line character the *;”

e If the maximum length for a field is exceeded, an error will be shown when parsing the
file

e Not validations will be made over duplicate records

¢ The expected fields on the file are the following:
*+  BANK_ROUTING_NUM
+ CREDIT_ACC

+ CREDIT_ACCOUNT_TYPE

+ PAYEENAME

+ CURRENCY

o TXN_AMT

*+  REMARKS

e BANK_ROUTING_NUM
Field required Field position Field type Field length Other validation
This field will be
validated against the
data defined in
Ves : Char 39 BackOffice for Banks.

e CREDIT_ACC
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Field required Field position Field type Field length Other validation
For accounts within
Ves 5 Char 20 RBL it will be validated
that the value is
numeric up to 12. For
accounts within other
banks it will be
validated that the
value is alphanumeric
up to 20.
e CREDIT_ACCOUNT_TYPE
Field required Field position Field type Field length Other validation
No validations will
3 be made
Yes 3 Char '
e PAYEENAME
Field required Field position Field type Field length Other validation
No special
characters will be
Yes 4 Char allowed except for
space and
apostrophe.
e CURRENCY
Field required Field position Field type Field length Other validation
Yes 5 Char 3 BBD currency only
e TXN_AMT
Field Field position Field type Field decimals Field length Other validation
required
Yes 6 Numeric 2 13 The values must
be greater than
and less than
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999999999.99

e REMARKS
Field . - . . .
required Field position Field type Field length Other validation
NO special characters
No v Char 80 will be allowed except
for space and
apostrophe.

Sample uploaded file data

000010388011000000001234|CHQ|Josh
001320695101000000004444|sAV|Jane
999990350001000000001111 |SAV|Jude
99999035000|000000002222|CHQ|Jill
999990350001000000001112|3SAV]|Jake

Doe |BBD|1|Forthnight
Doe |BBD| 2 |Forthnight
Doe |BBD|3|Forthnight
Doe |BBD| 4 |Forthnight
Doe |BBD|5|Forthnight

Salaries;
Salaries;
Salaries;
Salaries;
Salaries;

99999035000]1000000001113|CHQ|Julie Doe|BBD|6|Forthnight Salaries;
99999035000|000000004445|SAV|Jack Doe|BBD|7|Forthnight Salaries;
999990350001000000001478 | SAV|Jacob Doe|BBD|7|Forthnight Salaries;
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Please note that the record for Credit Unions is slightly different to other payroll records for Bank
beneficiaries.

o The expected fields on the file are the following:

+  BANK_ROUTING_NUM

« CREDIT_ACC

+ CREDIT_ACCOUNT_TYPE

« PAYEENAME = Credit Union e.g. BPW or COB
«  CURRENCY

«  TXN_AMT

+ REMARKS = ACCOUNT NUMBER & BENEFICIARY NAME; e.g. 12345Jane Doe; (no
space)

Sample Credit Union Record on Payroll File:

999990350001000000001234 |CHQ|BPW|BBD|100.50|4321 Jane Doe;
999990350001000000004444 |CHQ|BPW|BBD|200|3333 John Doe;
99999035000|000000001111 |CHQ|COB|BBD|300]|6789 Mariah Carey;
99999035000[000000002222 |CHQ|COB|BBD|400|5678 Smith John;
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Appendix G - Routing Numbers

RepublicOnline Routing Numbers

Bank Name Routing Number (11-Digit)
Republic Bank Ltd 99999035000
- 7
Scotiabank (Barbados) Ltd. - Warrens 36285000026
Scotiabank (Barbados) Ltd. - Broad Street 40055000026
Scotiabank (Barbados) Ltd. - Haggatt Hall 66555000026
Scotiabank (Barbados) Ltd. - Rockley\Coconut Walk 70565000026
CIBC FirstCaribbean International Bank (Barbados) Ltd. - 09616000107
Worthings\Rendezvous
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Holetown 09646000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Fontabelle 08006000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Sheraton 09586000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Broad Street 09606000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Speightstown 09636000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Oistins 09286000107
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Warrens 09326000107
Supercentre
CIBC FirstCaribbean International Bank (Barbados) Ltd. - Wildey 09127000107
First Citizens (Barbados) Ltd. - Broad Street 00001000097
First Citizens (Barbados) Ltd. - Collymore Rock 00002000097
First Citizens (Barbados) Ltd. - Big B Rendezvous 00003000097
First Citizens (Barbados) Ltd. - J B's - Sargeant's Village 00004000097
First Citizens (Barbados) Ltd. - Sommerley 00007000097
First Citizens (Barbados) Ltd. - Welches 00008000097
First Citizens (Barbados) Ltd. - Coverley 00009000097
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First Citizens (Barbados) Ltd. - Wildey 00010000097
RBC Royal Bank (Barbados) Ltd. - St. Lawrence 05605000039
RBC Royal Bank (Barbados) Ltd. - Private Banking 06465000039
RBC Royal Bank (Barbados) Ltd. - University Hill 09415000039
RBC Royal Bank (Barbados) Ltd. - Sunset Crest\Holetown 09425000039
RBC Royal Bank (Barbados) Ltd. - Broad Street 09435000039
RBC Royal Bank (Barbados) Ltd. - Lanterns/Hastings 09545000039
RBC Royal Bank (Barbados) Ltd. - Speightstown 09565000039
RBC Royal Bank (Barbados) Ltd. - Chelston Park\Collymore Rock 09785000039
RBC Royal Bank (Barbados) Ltd. - Lower Broad Street 00001000039
RBC Royal Bank (Barbados) Ltd. - Hastings 00003000039
RBC Royal Bank wh(Barbados) Ltd. - Six Roads 00004000039
RBC Royal Bank (Barbados) Ltd. - Sunset Crest 00005000039
Barbados Public Workers Co-Operative Credit Union Ltd. 00000002024
City of Bridgetown Co-Operative Credit Union 00000002011
Sagicor Bank (Barbados) Ltd. 00000000136
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Appendix H - Steps to generate payroll file from an excel spreadsheet

Steps to generate payroll file from excel spreadsheet

1. Go your payroll excel spreadsheet and ensure the following information is
captured on separate columns. Note: Special characters are not allowed in
any of the columns.

a. Routing Number (Text)

b. Account Number (Text)

c. Account Type (Text) — SAV for Savings or CHQ for chequing
d. Customer Name (Text)

e. Currency (Text) —BBD Only or USD Only. The file cannot contain a mix of
both USD accounts and BBD accounts. All accounts listed in the file
must be either USD only or BBD only.

f. Amount (Number)
g. Description/Remarks (Text - ending with semicolon ;)
2. Remove any headers from the file (top line).
3. Ensure there are no spaces after the information on each column
4. Save the excel file as a backup copy on your computer.
5. Close file

6. Open the file again and save as .CSV (Comma Delimited). See Image below
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After formatting and entering the specific information, the MS Excel file has to be saved in
CSV Format.
Always save a copy of the excel file first before saving in CSV format.

Ca
-
1. On the excel spreadsheet select =2 Save As>Browse
Save As

1) o

Sras Pt

__

2. On the ‘Save as’ Window, select the location where the file should be saved (e.g. Desktop)
then, click on the drop down box for ‘Save as type’ and select ‘CSV (Comma Delimited)’

~ T2 | [Search Deirer -

PMeow tolder B - .

Sue Mern type Date modified - |

B Microsoft Excel ‘| Nanve
-
' Favostes
Ml ODecziktop 1
B Downloesds
3 Recent Places [

m .
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Amend the file name to something that suits you or leave as is and click ‘Save’

. vl‘,'y Search Desitop Pl
Organize + New folder = - P
. - N Siz I D dified =
Bl Microsont Excel | yd 3t e em type ate mo. =
|2
W Favorites [ § {1
Bl Desitop :' {
& Downloads
U Recent Places |
@ Libraries
+ Documents
J Mussc
e Pictures %
M videos - < il = 5
File pame: I P.yvol‘ir 1 =
Save sz type: | €SV (Comma delimited) -]
Authors: 00010144 Tags Add atag
* Hide Folders Tools | Save ] [ Cancel ]
Select ‘Yes'
Microsoft Excel

Do you want to keep using that format?

L yes ] [ N0 | [ bew |

0 Some features in your workbook might be lost if you save it as CSV (Comma delimited).

7. Open .CSV file in notepad. See image below

To review the CSV file open it in Notepad->right click on CSV file, select ‘Open with’ and

choose Notepad

3

Open
Eda

Scon for Viruses...
Open with
Share with
| ® TeraCopy..
| WinZip
Restore previous versions
Send to

Cut

B Internet Explorer
IS Microsoft Office Excel
:l ) Notepad

LS Choose default program,..

{
4|
{
{
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ﬁ *Payroll test File - Motepad

File Edit Format Yiew Help
p999060835000,123456789123,CHQ,E1lie Charles,BBD,103.25,Test File;

Note: Replace all commas with ‘|’ (found below the backspace) by following the
steps below:

8. Select "“Edit”

9. Select “Replace”

ﬁ *Test 2 - Notepad

ile  Edit Format View Help

99¢ Undo Ctrl+z 3ne Doe,X(CD,1
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Search with Bing... Ctrl+E
Find... Ctrl+F
Find Next F3
Find Previous Shift+F3
Replace... Ctrl+H
Go To... Ctrl+G
Select All Ctrl+ A
Time/Date F3

10. Replace (Find what: *, ' Replace with: ‘| ' {found below the backspace})

) Test Payroll - Notepad
File Edit Format View Help
99999@3% October Pay;
9999903% October Pay;
9999903% Findwhat: [ | | FodNet | October Pay;
9999903¢ ‘tober Pay;
Replace All
C |
[ Match case anee
] Wrap around

Ln1, Col1 100%  Windows (CRLF) UTF-8
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11. Your file will be converted to:

j *Payroll test File - Motepad

File Edit Format View Help
9999@@335339|123455?39123ICHQIElliE ChaFIESIBBDI193.25|TE5t File;

12. Copy all information from the .txt file and paste on a new excel spreadsheet

ﬂ *Payroll test File - Motepad

Eile Edit Format Yiew Help
999900935008 |123456789123 |CHQ|E1lie Charles|BBD|183.25|Test File;

4 a | e | ¢ | o | E | E | & |
ﬂﬂaaauuuamum 123456789123 | CHQ| Ellie Charles| BBD | 103.25 | Test File;
?

13. Save the excel spreadsheet as a .CSV (Comma Delimited) file

L R TR e e e e e

L

File name: | Test File 5

Save as type | C5V (Comma delimited)

Avdharcs Adeninickratar Tamc:  Add 3 f3n

14. Close .CSV file

15. Proceed to upload your file to the Internet Banking Service.
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